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Application of the Isomorphic Emphasis
to Spectrum Scrambling Encryption
over Analog Speech Channels
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ABSTRACT The mobile communication has the danger that the content of communi -

cation is intercepted, therefore, the encryption which protects confidentiality has been

studied from various approaches.

The existing method which was merely adding an

encryption function, increases effective modulation index above the level of without en -

cryption, and brings on a spread of radio frequency bandwidth. It is already reported

that effective modulation index is maintained, when isomorphic emphasis applies to

spectrum inversion encryption. This paper establishes that itsomorphic emphasts main -

tains aforementioned feature, even if it applies to arbitrary spectrum scramble pattern,

and it can be realized simple circuit. And this circuitry configuration is the most eco -

nomical when it introduced into PM transmission.

1. INTRODUCTION

The use of mobile communication has been
spreading quickly in recent years, and those
who posses this equipment enjoy the advan-
tage of being able to place call whenever and
wherever they desire. However, since these
calls are carried by radio waves, the content of
communication being jeopardized by intercep -
tion. In order to guard this, adding encryption
functions to vehicular communication has
been studied from a variety of approaches[1].
Among the existing methods which merely
add an encryption function, effective modula -
tion index will increase above the level of with -

out encryption. This increase brings on a
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It is

necessary to reduce the input signal level

spread of radio frequency bandwidth.

greatly in order to avoid a extent of band-
width. However, the noise level, which is a
major cause of speech quality degradation in
transmission systems, is not dependent on in -
put signal level[2]. Therefore, reducing the
input signal level is significant degradation of
the speech quality. In this background, sever -
al methods have been proposed for carrying
out emphasis while suppressing increase in ef -
fective modulation index[3,4]. One of the au-
thors has shown the existence of a new kind of
emphasis, called "Isomorphic Emphasis”[5,
6], and described that isomorphic emphasis
maintains effective modulation index, focused
on a spectrum inversion function[7].

This paper establishes that isomorphic em -
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phasis maintains aforementioned feature, even
if it applies to arbitrary spectrum scramble
pattern. Then, this emphasis function is real -
ized simple circuitry configuration without re -
lating to the spectrum scramble pattern, when
a canonical topology is employed based on
isomorphic projection. And this circuitry con -
figuration is the most economical when it ap -
plies to the existing analog vehicular commu -

nication system.

2. OUTLINE OF SPECTRUM SCRAMBLING
TRANSMISSION SYSTEM WITH ISOMOR -
PHIC EMPHASIS

The configuration of a spectrum scrambling
transmission system employing isomorphic
emphasis is shown in fig.1. This system is re-
ferred as the IESSE system, which is short for
Isomorphic Emphasis Spectrum Scrambling
Encryption system. Since this transmission
system employs the isomorphic emphasis, it
must satisfy the following conditions:

1) Irrespective of the input signal and spec-
trum scrambler characteristics, effective
modulation index must always match the ef -
fective PM index of an input signal which has
not undergone spectrum scrambling.

2) The transmission system must be distor -
tion - free.

3) The emphasis circuit of the sending PHU
and that of the receiving PHU must take the

same form.

Sending PHU i
G(f) T(f) R

Receiving PHU
0(f)

1

I

~ J
PM Channel

O—‘-Ht(f)- S(*)%— Pllrx Pl x -Hr(f)-S"(*)-

A

(a)

Fig.1 A configuration of a spectrum scrambling trans -
mission system employing isomorphic emphasis
(IESSE), (a) sending system, (b) receiving system.
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3. DEFINITION OF IESSE TRANSMISSION
SYSTEM

3.1 Maintainability of Isomorphic Emphasis
Effective Modulation Index

Even if some kind of spectrum scrambling is
carried out on the arbitrary input signal, that
effective modulation index is always main-
tained. Then, to the extent that optimum de-
sign is employed it is possible for spectrum
scrambling transmission system to make op-
timum use of radio wave resources using the
existing equipment. From this viewpoint,
isomorphic emphasis H;(f) which maintains
the effective modulation index of transmission
system shown in fig.1(a) is found below.

Now, by making the instantaneous power
G(f)of the arbitrary input signal, instanta-
neous power 7'(f) of the input signal to the
equivalent PM transmitter of the IESSE sys-

tem can be expressed

T(f) =S[H:{(NHG(H]. (1)

Here, S[*]denotes arbitrary spectrum scram -
bling, and H,(fHenotes the square amplitude
function of isomorphic emphasis.

Accordingly, the effective modulation index
Divjg, of the IESSE system is expressed

Divg= [ 11T (Ndf
= [%FASTH(NG(Ndf. (2)

Where, f;, fystands for the infimum and su-
permum ends of the subjection frequency
band.

It is necessary condition that the effective
modulation index given in eq.2 agree with ef -
fective PM index Divpy (eq.3) of the PM

transmission system.

Divey = [f*G(Ndf. 3)

Here, the following proposition is consid -
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ered: That effective modulation index for arbi -
trary spectrum scrambling can be main-
tained.

Effective modulation index Djv’ppywhich is
spectrum scrambling of effective PM index

Divppis given
Div'pa = [y SU'GUN]dF. (4)

Returning back to the integral definition,

eq.4 is transformed as follows:

N
D’ pyr = lim Z S[fizG(fi)]Af
405

Af = (i = fi1) )

N = (f2 = f1)/Bf.
However, all of the minute frequency do-

Af having equal bandwidths. As

shown in eq.5, effective modulation index

mains

Div’ pyis given as the sum of the products of

the minute domains

power SD‘iZG(fi) ], which is the integral value.
On the other hand, as shown in fig.2, no

Af and instantaneous

matter how complicated spectrum scrambling
and descrambling may be, they can be thought
of as arbitrary interchange of one to one be-
tween the above minute frequency domain.
For example, with spectrum inversion given
when the suffixes of the minute domains are in
decreasing order, and with band division given
when the suffixes of the minute domains are in
the same order in prior divided band. Then,
inversion within the divided band is equivalent
to inverting the order of the minute domain
suffixes within the cluster corresponding to
that band.

Attention must be paid to carry out sum -
ming that there is no redundancy in any of the
minute domain suffixes. Therefore, in defin -
ing one set of suffixes, eq.5 is rewritten as fol -

lows:

Div'py = k‘}{% Y SUEG(H) 1A,
€l
I={i|lsisN). (6)

In the above equation, the spectrum
scrambling  S[x] changes only the order of
the sum, do not change the value of the sum -
mation. Therefore, the next series of trans-
formations becomes possible, and the proposi -

tion is proven.
D' py = lim ZfiZG(fi)Af
Af-0,5
i $ 12
= Alf% lefl G(fi) Af
— (2
= [l cpdr

= Dwpy QED. (7)

Using the results of this proposition, em -
phasis  H,;(f)is found from the condition that
effective modulation index Diypef the IESSE
system matches Divpy, . That is, if the inte-
gral value of eqs.2 and 3 are equal, the two

modulation will be the same. Namely,

FASIH(HG(NH] = SIPG(N]- (8)
Because spectrum scrambling is the fre-

quency transformation of the amplitude char -

acteristic of the input signal, eq.8 can be fur-

f16(f) SLF*G()]

P

g
]
g
4
]
g
a
4
g

T ff f,

Fig.2 An illustrative scheme of interchanges between
minute frequency domain via spectrum scrambling/de -

scrambling.
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ther transformed as follows:

fZS[PL(f)]S[G(f)]=S[f2]S[G(O]- 9)

From this equation, an isomorphic empha -
sis can be given directly as follows:
S[H,(/)]=/"2S[f*]. (10)

In this equation, isomorphic emphasis H;(f)
can not be expressed explicitly. In the next
section, the accurate characteristic of empha -
sis Hy(f) is cleared.

3.2 Circuitry Realization of IESSE transmis -
sion System

This section will take for the canonical topolo -
gy shown in fig.3 and find a unique circuitry
configuration in which spectrum scrambling
is not affected, under the condition that iso-
morphic emphasis H,(f) and canonical
topology are equal.

The canonical topology shown in fig.3 con -
tains a skeleton structure wherein spectrum
scrambling is sandwiched between the two cir -
cuit Hy(f)and Hy(f). Characteristic =~ H,(f)
and Hy(f) of each circuit will be determined.
When being made the same input signal that
sending PHU to canonical topology to be
G(f), the output signal 77 (f)is given

T"(H) = Hy(NS[H(NHG ()]
= Hy(NSLH(N)ISIG(N]- (1)

Substituting isomorphic emphasis eq.10 in -
to eq.1, the characteristic function H,(f) and
Hy(f) are given below from the condition that

egs.l and 11 are equal.

Hy()S[Ha(N] = SIH(N] =FS[f]. (12)

Consequently, if H,(f) and Hy(fpre de-
fined as

SRk 648, Vol.29-B, Mar.1994

H,(f) :fz
(13)

Hy(f)=f*
then the condition equation Diviz = Divpyis

established of the
scrambling characteristic. In fact, the effec-

irregardless spectrum
tive modulation index of a transmission sys-
tem which incorporates emphasis circuitry
having the topology shown in fig.3, which has
the characteristic functions given in eq.13, is

expressed

EPUTSUCN N = [RSURG(N1df
HRLGLE

This effective modulation index agree with
effective PM index Divpy; . Therefore, with
the circuitry topology shown in fig.3 as the
precondition, it is proven thateq.13 is the nec-
essary sufficient condition for maintaining ef -
fective modulation on the sending side.

The characteristics of the two isomorphic
emphasis circuits defined in eq.13 are respec -
tively the differential and integral characteris -
tic. Since these characteristics can be realized
by simple circuit, this circuitry configuration

warrants excellent cost benefits.

4. DETERMINATION OF IESSE RECEIVING
SYSTEM

4.1 Distortion - free Transmission Characteris -

tic of Receiving Emphasis

6(f) | Ha(f) S(#) Ho(f) | T(f)
O 0
Rf) | Half) §7'(4) Holf) | 0 (f)

Fig.3 Canonical topology of sending PHU and of receiv -
ing PHU.
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This section will through a transmission sys -
tem applying sending emphasis H(f), de-
termine the receiving emphasis H,.(f). Then,
the circuit configuration of sending PHU,
which is applied the characteristic function
given in eq.13 and the canonical topology
shown in fig.3, holds as a precondition. Also,
in order not to lose generality in analysis, it
supposes that the PM transmission channel is
distortion - free.

In adopting the above topology, the-input
signal to be T'(f) of the PM modulator shown

in fig.1(a) is given

T(f) =f2SU*G(N)]
=fTAS[FAISIGN]- (14)

In fig.1(b), if the output signal of the PM de -
R(f), the output
signal of the transmission system to be  O(f)

modulator is made to be
is given

O(f) = S H(/)R(f)]
=SH(HISTHRK]. (15)

Here, if the condition that the PM transmis -
sion channel be distortion - free; that is, the in -
put signal of the PM modulator be equal to the
output signal of the PM demodulator, is ap -

plied, eq.15 will transform as follows:

0() =S [H(HIST[RW]
=STUH.(HISTU22G(). (16)

Then by substituting the condition that the
IESSE system be distortion - free; that is, out -
put signal of the IESSE system be equal to its

input signal, receiving emphasis H,.(f)is given

STHNISTU =1 17

In the above equation, since receiving em -

H,(f)is given by inverse mapping

STH, spectrum scrambling, it cannot be
~(f)]sp

phasis

realized explicitly. However, in fact, in the
same way as sending emphasis, it can be real -
ized by a simple circuit which incorporates

isomorphic form.

4.2 Circuitry Realization of IESSE Receiving
system
In meeting the condition that receiving empha -
sis  H.(fpnd a canonical topology shown in
fig.3 taking on isomorphic form; this is, the
same input signal that receiving PHU applied
to the canonical topology, and the its output
signal is corresponding to eq.15, characteristic
function H’,(f) and H’,(f) are determined.
Being made the input signal to canonical
R(f), and the output to be
O’ (f)s expressed as follows:

topology to be

0'(H =Hp(NSTH o«(HR(]
=Hy(NS[Ho(HIST[R(H]. (18)
From the condition that eqs.16 and 18 are

equal, the isomorphic condition of receiving

emphasis is given

STH(N]=Hy(HSH s(NH]- (19)

Being multiplied the value S7[f~2]f%on the
both sides, eq.19 is modified as

Left side of eq.19

=S H(NISF )P

= S7U[H(f)f *1f*
‘Right side of eq.19
=H'y(NS[H o(HIST'Y?
= (H'y(N/HSH o(Nf 1)

(20)

The first equation of eq.20 matches with the
left side of eq.17. Therefore, the condition for
setting the last equation of eq.20 to be unity is
a necessary sufficient condition for achieving

isomorphic form. Namely,
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H Nf?=1 = H )=/

differential function
' (21)
Hy(Hf* =1 = HuyH ="

integral function.

It is made clear that the characteristic function
of each receiving emphasis circuit is indepen -
dent of the spectrum descrambling character -
istic.

When applying receiving emphasis shown in
eq.21, the transmission system takes on the
configuration shown in fig.4. Then a circuit
structure with equal sending and receiving
emphasis is adopted and condition 3 of the
Such a

transmission system can be proven as follows

isomorphic emphasis is satisfied.

to meet the necessary sufficient condition of
distortion - freeness.

If the input signal to the transmission sys -
tem is made to be (G(f)and the input signal to
the PM modulatoristobe  7'(f), then

T(f) =f2S*G(N)]-

Also, assuming the PM transmission channel
to be distortion -free, and making the output
signal of the PM demodulator to be  R(f)
and the output signal of the transmission sys -
tem to be O(f), then

J \ J U J

—v Y -y
Sending PHU  PM Channel  Receiving PHU

Fig.4 Structural characteristics of IESSE system with
PM modulator and PM demodulator.

O(f) =257 f*R(N]
=[S RSG (N
=G(f) QED.

5.CONCLUSION

This paper first addressed a realization
method for isomorphic emphasis, placing em -
phasis on the accuracy. An ideal circuitry re-
alization method was elucidated in which at-
tention was paid that a canonical topology
consisting of two partial circuits for isomor -
phic emphasis manifest in a differential circuit
— spectrum scrambling circuit — integral cir -
cuit series was introduced. Moreover, when an
equivalent PM modulator/demodulator is us-
ing for PM transmission, if the integral circuit
of the sending PHU and the differential circuit
of the equivalent PM modulator each have
primitive characteristic, they will cancel each
other out. Likewise, if the integral circuit of
the equivalent PM demodulator and the differ -
ential circuit of the receiving PHU have primi -
tive characteristic, they will also cancel each
other out. As a result, isomorphic emphasis
can be realized by only changing place that the
spectrum scrambling circuit is installed, and

no added circuits at all are required.
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