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1. Motivation 
,, 

In the university network, there are some characteristics about 

management and operation. As a characteristic, it is pointed out 

that people with different membership and position as students, 

faculties, external persons, et al., use the network services 

comparatively freely. Moreover, as another characteristic, it is 

pointed out that there is not always a section for managing and 

operating a whole network system. A client computer for 
respective user is managed by each user. For example, a student 

manages a notebook-sized personal computer for using in a 
classroom. Moreover, management and operation of a laboratory 

network system is often done in each laboratory, and a computer 

management section manages and operates the part of them. 
Because a computer management section does not perform all 
operation and management for the respective needs, it is often 

difficult to spread the information for the network usage. In such 

environments, various problems occur from the view point of user supports. 

As a problem of user support, it is described as follows. When some 

different network services such as SMTP (Simple Mail Transfer Protocol) 

service and POP3 (Post Office Protocol Version 3) service on the same 

server machine are divided into different server machines, that is, when 

system configuration of a network system is changed, a user often must 

change host name on a client computer application by oneself. When it is 

necessary to support the respective individual user who carmot change 

setups of a client computer by oneself, it becomes a burden for a network 

administrator. As another problem of user support, it is pointed out that 

much time and effort are spent to cope with annoying communication from 

the virus infection client computer under the management by DHCP 

(Dynamic Host Configuration Protocol). This is because there is not any 

clear ~ evidence which client computer uses which IP address. In the 

conventional network scheme, it is difficult to solve these problems well 

without complicated works by the person. 

To solve these problems, new form of user support is proposed and 
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examined. That user support can be realized on the network introducing 

DACS (Destination Addressing Control System) Scheme. DACS Scheme is 

a network operation and management scheme for managing a whole 
network system by communication control of a client computer which has 

been proposed by Odagiri at el. The realization and effectiveness is 

described. In the network by DACS scheme, it becomes possible to 

deteamine a communication server or to block the communication by the 

user or client computer unit for the same host name. It is difficult to realize 

the function in the network using the conventional name resolution services 

such as DNS (Domain Name System) and wrNS (Windows Internet Name 
Service). By using theses functions, new fonn of user support is realized. 

2. Introduction 

The times of the ubiquitous network are coming in earnest, and 

anyone can almost connect to the network and use the network 
service anywhere anytime. It is very convenient. But, on the other 

hand, because a client (a client computer) is connected to the 

network without being known to the network administrator, 
network management becomes complicated. Generally, Network 
management means different things to different people. In some 

cases, it involves a solitary network consultant monitoring 
network activity with a protocol analyzer. In other cases, network 

management involves a distributed database, automatic polling of 

network devices and high-end workstations generating real-time 

graphical views of network topology changes and traffic. In 
general, Network Management is a service that employs a variety 

of tools, applications, and devices to assist human network 
managers in monitoring and maintaining networks. ISO Network 
Management Model consists of five conceptual areas. 

Fault Management - The goal of fault management is to detect, 
log, notify users of, and (to the extent possible) automatically fix 

network problems to keep the network running effectively 
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because faults can cause downtime or unacceptable network 
degradation. 

Configuration Management - The goal of configuration 
management is to monitor network and system configuration 
information so that the effects on network operation of various 

versions of hardware and software elements can be tracked and 

managed. 

Accounting Management - The goal of accounting management is 
to measure network utilization parameters so that individual or 

group uses on the network can be regulated appropriately. Such 

regulation minimizes network problems (because ' network 
resources can be apportioned based on resource capacities) and 

maximizes the fairness of network access across all users. 

Performance Management - The goal of performance 
management is to measure and make available various aspects of 

network performance so that network performance can be 
maintained at an acceptable level. Examples of performance 
variables that might be provided include network throughput, 
user response times, and line utilization. 

Security Management - The goal of security management is to 
control access to network resources according to local guidelines 

so that the network cannot be sabotaged (intentionally or 
unintentionally) and sensitive information cannot be accessed by 

those without appropriate authorization. A security management 

subsystem, for example, can monitor users logging on to a 
network resource and can refuse access to those who enter 
inappropriate access. 

If t~he network becomes easy to be managed, a network 
administrator can save the labor and time for maintaining the 
network. As the result, the system administrator can concentrate 

on the value-added high work such as the plan or construction of 
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a new system. In the companies competition between companies 
based on a market mechanism is a commonplace. Similarly, in the 

universities, competition for survival adds to intensity year by 

year. For fighting successfully through competition, it is 
important that the environment for concentrating on the high 
value-added work is prepared. 

A current network framework is constructed based on TCP/IP 
(Taansmission Control Protocoljlnternet Protocol) protocol 

assuming the anonymity communication. Because that network 
does not have the mechanism for managing the whole network by 

a user unit and by a client unit, there are some inconvenient 

points. For example, the network administrator often spend the 

labor and time for measures such as identification of the user who 

uses the streahrlng of the moving and sound, and troubles other 

users. In that case, the network administrator cannot also 
identify that user. In addition, when the configuration of the 

network system is changed, for example, when the mail boxes 
located on one network server are relocated on the different 

network servers, some users must change setups of the client 
software. When the user can not change it by oneself, the network 

administrator must support that user. As much as it is a 
large-scale network with many users, the network administrator 

must spend the much labor and time for user support. The 
anonymity communication is one of the factors that spread the 

Internet generally widely. However, there is a limit for close 

network management because of the anonymity. In this research, 

a new network management scheme for realizing the close 
network management on the network based on TCP/IP protocol is 

considered. 

In this paper, first, it is explained about the researches of 

existing network management technology in section 3. From 
section 4 to section 6, the explanation about the scheme itself of 

DACS Scheme is done. In section 4, the basic content of DACS 

Scheme, that is, a new network management scheme is explained 
[1] [2] [3] [4], and the content of the security function [5] [6] [7] is 

explained in section 5. In section 6, evaluation of the processing 
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workload for applying DACS Scheme to practical network is done. 

Then, as the researches to exemplify the effectiveness of DACS 

Scheme, the new user support which is realized on the network 
introducing DACS Scheme [8] [9] is explained in section 7. 
Moreover, in section 8, the new portal system which is realized on 

the r~etwork introducing DACS Scheme [10] 1l] is explained. 

3. Re searche s of Existing Network Management 

Technology 

As the researches of the existing network management, there 

are some researches about communication control of changing the 

destination of communication such as load balancing, and about 

access control which is needed as the technology of security. 

Communication controls in these researches are performed at 

the spot of either between a client and a network server. To be 

concreted, there are some methods for controlling in either of the 
place from (1) to (3) as follows. 

(1) The method of communication control on the network server 
side . 

(2) The method of communication control on the mechanism 
located on the network course 

(3) The method of communication control on the client 

In the method of (1), there are some methods as follows from (a) 

to (c). Only the access control is performed. It is impossible to 

perform communication control of changing the destination of the 

communication on the network server. 
(a) The method of access control by the packet filtering 

mechanism which is located on the network server side when 

the communication from a client reaches a network server. 
(b) The method of access control by use of authentication. 

(c) The method of access control by supporting or not supporting 

VPN for the communication from a client to a network 

server. 
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In the method of (a), it is possible to perform access control only 

by an IP address and communication port unit. That is, it is 
impossible to perform access control by a user unit. The method of 

(b) can not applied to the unspecified number of network services, 

because authentication is performed by a network service unit 
individually. The method of (c) performs access permission control 

by supporting VPN for the communication from a client to a 
network server and permitting that communication. Then, access 

non-permission control is performed by denying the 
communication which is not supported by VPN. However, in this 

method, there is the problem that processing load at the server 

side becomes heavy because all access controls are performed in 
the server side. In the method of (2), there are some methods such 

as follows from (d) to (e) . 

(d) The method of access control for the communication between 

LAN (Local Area Network) and external network by 
SSL-VPN [12] and Opengate [13][14]. . 

(e) The method of access control for the communication from a 

client to a network server in the different network via 
Communication Control Service such as quarantine network 
with gateway [15] or authentication switch [16] . 

In the method of (2), it is possible to perform access control for 

the communication from a client to a network server by a user 
unit. Moreover, it is possible to perform communication control of 

the destination of communication. For example, there is the load 
distribution technology of the server [17] [18] [19] by the control 

using the load balancer. However, because the mechanism for 
communication control needs to be located on the network course 

in these methods, the system configuration of existing network 

must be changed physically. Then, because communications from 

many clients concentrates, processing load on the Communication 

Control Service becomes heavy. 

In the method of (3), there is a method to use the personal 
firewall of quarantine network [20] [2l]. The system configuration 

of the network does not need to be changed. But, because access 

control is performed by packet filtering mechanism on the client, 
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it is impossible to perform access control for the communication 

from the client without that packet filtering mechanism. 
Moreover, it is possible to perform communication control of the 

destination of communication. For example, there is DNS round 
robin technology [22] . Because the different IP addresses are 

assigned to each client-software as the result of name solution 

and the communicating server is changed, it is understood that 

the destination of communication is changed on a client. 

Each research explained in the above has each different purpose, 

and do not have the purpose of managing the network system. 

In addition, there has been considerable interest in both 
policy~based management and autonomic distributed systems 
management [23- 28] . Policies are a crucial factor that may affect 

the autonomic manager, which self-controls the distributed 
application services at runtime over a network. The dynamic 

interconnectivity and the unpre dictable environment of 
distributed systems makes it difficult to either predict the 
required control resolution strategy in case of conflict/failure, or 

embed static control policies in management process. Though 
these network management have a purpose of managing a whole 

network. However, the mechanism for communication control 
needs to be located on the network course in these methods in the 

same way as (2). The system configuration of existing network 

must be changed physically, and communications from many 
clients concentrates, processing load on the Communication 
Control Service becomes heavy. 

4. Mechanism of DACS Scheme 

4. 1 Introduction 

The _characteristic of the operation and management in the 

university network system, is that people with different 
membership and position as students, faculties, external persons, 

et al., use the network services comparatively freely. In the 
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business corporations, it is comparatively easy to spread the 

information of the network usage based on a network policy or a 

security policy. However, in the university, it is often difficult to 

spread the information of the network usage, since the computer 

management section does not perform all operation and 
management for the respective needs. Although the system 
administrator of the network management section carries out 
management and operation of the most network infrastructure 

and servers, the customer mainly performs the management of 
their clients [29] . Operation and management of the network 

system are conventionally focused on the control in the 
infrastructure or server side [30] [3 l]. For example, DNS round 

robin [22] , the control using the load balancer and the load 

distribution of the server [17] [18] [19], are performed at the 

infrastructure or server side. When the configuration change of a 

server is carried out, it is necessary to make a setup change at the 

client side. For example, the environment where student uses a 

notebook-sized personal computer, is assumed. When comfortable 

internet environment is needed for exclusive use of a classroom, it 

is necessary to reconnect to the PROXY Server by setting change 

of the Web browser. In such a case, if the system administrator is 

able to control the communication freely between the server and 

client, it is not necessary to make setup change at the client side. 

In this section, a new DACS (destination addressing control 
system) scheme for the university network services is proposed. 

The DACS Scheme performs the network services efficiently 
through the communication management. As the characteristic of 

DACS Scheme, only the setup modification is required by the 
system administrator, when the configuration change is needed in 

the network server. Then, the setup modification is unnecessary 

for the customer, which shows a merit for both a system 
administrator and a customer. This paper proposes the design of 

the DACS Scheme. The experimental evaluation is performed in 

the DACS Protocol. 
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4.2 The Summary of DACS Scheme 

4.2.1 The Basic Principle of DACS Scheme 

Figure I shows the basic principle of the network services by 
DACS Scheme. At the timing of the (a) or (b) as shown in the 

following, DACS rules (rules defined by the user unit) are 

distributed from DACS Server to DACS Client. 
(a) At the time of a user logging in the client. 

(b) At the time of a delivery indication from the system 

administrator. 
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Frgure 1. Basic Principle of DACS Scheme 

According to distributed DACS rules, DACS Client performs (1) 

or (2) operation as shown in the following. Then, communication 

control of the client is performed for every login user. 

(1) .Destination information on IP Packet, which is sent from 

application program, is changed. 
(2) IP Packet from the client, which is sent from the application 

program to the outside of the client, is blocked. 
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, 

An example of the case (1) is shown in Figure 1. In Figure 1, the 

system administrator can distribute a communication of the login 

user to the specified server among servers A, B or C. Moreover, 

the case (2) is described. For example, when the system 
administrator wants to forbid an user to use MUA (Mail User 

Agent), it will be performed by blocking IP Packet with the 
specific destination information. In order to realize DACS Scheme, 

the operation is done by DACS Protocol as shown in Figure 2. As 

shown by (1) in Figure 2, the distribution of DACS rules is 

performed on communication between DACS Server and DACS 
Client, which is arranged at the application layer. The application 

of DACS rules to DACS Control is shown by (2) in Figure 2. The 

steady communication control, such as a modification of the 

destination information or the communication blocking is 
performed at the network layer as shown by (3) in Figure 2. 

( Server Machme ) ( Client Machine ) 

DACS Client 

'~~~;'S}='.'~';i=~==:=.j=~";;:iir~=;:;:i:~v~:~;:~i===r::=~.=~:~~;i;i~' / 

i2 ~ 
~ TCP ~ UDP ~ ~TCP ~ '..... 

.=... * , = . $* ====;*===== i' ~ 

{ ~ ;;~~~~~~~~; { : tr~nslation j = I P !:::;CiD~:;;j{A:'=::;:=0==: ;=;;n::;:~:C:=::~=;:=j:t:='S1=:=:r~:~=~~i:i~~~;; .~~~;~~~~~~i~{:=3:;:=:~~~~'~i~~~~~~~~~~i~~,i~~~~i~~ ~ 2 . Communicati o n 

*= 

~i pata link Layer ~ Blockin9 ~=-
*' 

}i Physical Layer 

(1) 

Figure 2 Layer Settmg of DACS Scheme 

4 2 2 CharacteriStiC Of DACS Scheme 

Here, the difference between DACS Scheme and the existing 
technology is explained. Specifically, the difference from the 
technology of name resolution service (ex, WINS,DNS) and server 

load balancing is discussed. First, the difference from the name 

resolution service is explained. Although the mapping of a host 
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name and an IP address is performed in the existing name 
resolution service, the mapping of the group of a host name, a 

user name and an IP address can be performed altogether by 
DACS Scheme. As the result, the IP address to be different for 

every user can be determined for the same host name. Next, the 

difference from server load balancing technology is explained. To 

realize server load balancing, there are methods by DNS round 

robin, and by the load balancer. Then, the difference from how to 

use the load balancer using Destination NAT is explained. The 

large difference from DACS Scheme is the place which arranges 

Destination NAT. Although the load balancer arranges 
Destination NAT on the network course, it is arranged on the 

client in DACS Scheme. When Destination NAT is arranged on 
the network course, it cannot be specified whether IP Packet was 

sent by which user. For the reason, it is difficult to control 

communication per user. However, it can be guaranteed in DACS 

Scheme by arranging on the client that all IP Packet at the time 

of Destination Nat conversion is sent by the login user. But, when 

the client is multi-user system, the mechanism in the no login 

from remoteness is required. It is confirmed that the 
communication is sent by the user who sits down before a client 

and logs in directly, by the method of intercepting the 
unnecessary communication from the client outside. 

4.3 DACS Protocol 

DACS Protocol is a communication protocol required by DACS 

Scheme, and can be realized by Phasel and Phase2 which is 
separated in the state of DACS Client. 

Phasel Initializing process of DACS Client 

Phase2 Steady state process of DACS Client 

. a. When DACS rules is applied to DACS Control. 
b. When DACS Server checks whether DACS Client 

has started. 

The possibility of realization was checked by experiment as 
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shown in section 4.5. 

4.3.l Initializing Process in DACS Protocol (Phasel) 

The protocol of Phasel is shown in Figure3. (S1-S4 indicates the 

processing sequence by the server side, and Cl-C9 indicate the 
processing sequence of the client side.) 

C1. OS startup 

DACS Server DACS Client 
Figure 3. Initializing Process in DACS Protocol (Phasel) 

First, when OS starts (Cl), DACS Client starts (C2). Then, DACS 

client is in the status of waiting for user login (C3). When user 

login is completed (C4), DACS Client acquires the IP address and 

login user name of the client (C5). Then, DACS Client transmits 

them to DACS Server (C6). Usually, how to set the IP address to 

the client has either to set up automatically using DHCP service, 

or other way in which the customer and the system administrator 
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do manual setting. When a network interface starts, the IP 
address is set up by a method of either. Therefore, if DACS Client 

acquires the IP address of the client at the time of user login, 

there are no problems to acquire the IP address. Although it is 

how to acquire the IP address and login user name, in the 
experiment explained later, the IP address is extracted from the 

practice result message of a command to display network setting 

information. Moreover, since the user name is set to the 
environment variable when logged in OS, the user name is 
acquired through the environment variable. By DACS Scheme, 
since it is premised on the scheme which performs the user 
authentication of the client, the checks to the user name is not 

performed in DACS Server. Incidentally, the LDAP Server 
(OpenLDAP) is adopted as an authentication server in this 
experiment. After transmitting the user name and the IP address 

to DACS Server, processing is performed in DACS Server. The 

DACS Server registers newly or updates the IP address and 
DACS Client presence of the client into the status table ,in which 

a user name is the main key (S2). 

Status=0 : DACS Client stops. 

Status=1 : DACS Client starts. 

In the next processing, DACS rules of the login user registered 

into the rule table is extracted (S3), and it transmits to DACS 

Client (S4). Although DACS Client applies DACS rules to DACS 

Control (C9) after the reception (C8), it performs actually 

controlling the communication in DACS Control. In addition, at 

the time of the end of DACS Client, status is updated to O. 

4.3.2 Distribution Process of DACS rules by 

System Administrator in DACS Protocol 

(Phase 2-a) 

,, 

Next, the protocol in Phase2-a is shown in Figure4. (S1-S5 shows 
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the processing sequence performed in the server side, and C1-C3 
shows the processing sequence in the client side.) 

The system administrator gives~ DACS Server the indication of 
distributing DACS rules (S l). The DACS rules are applicable to 

DACS Client of the client to which the specific user logs in. As the 

sequence, the system administrator registers new DACS rules 
into a rule table first. Then, the user name used as the candidate 

for application is given to DACS Server. DACS Server checks the 

IP address of the client and the startup presence or absence of the 

client in the status table (S2). When the status is l, the seizing 

acknowledgment of DACS Client is performed. When the data in 
the status table shows an outage (i.e., when status is O), the 

startup check of DACS Client is done (S3). When the client is in 

the status of seizing the presence of DACS Client, DACS rules are 

transmitted to DACS Client (S5). Then, DACS rules are applied 

to DACS Control (C3). DACS Client is in the status of awaiting 

after the application of DACS rules (C1). 

S1. Distribution indication of DACS rules 

DACS Server DACS Client 
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Figure 4. Distribution Process of DACS rules by System 

Administrator in DACS Protocol (Phase 2-a) 

4.3.3 Che cking Proce ss of DACS Clie nt startup 

in DACS Protocol (Phase 2 -b) 

DAC S S e rver 

Figure 5 . 

DACS Client 
Checking Process of DACS Client startup 

in DACS Protocol (Phase 2~b) 

Protocol in Phase2-b is shown in Figure5.. DACS Server checks 

whether DACS Client has started. The timing which seizes the 
presence of DACS Client is as follows. 
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' When carrying out with the fixed interval periodically. 

･ When carrying out in Phase2-a before a transmission of 
DACS rules.(When Status is O in the status table.) 

DACS Client is in the status that the receiving process from 

DACS Server is awaited. Therefore, when DACS Server asks, 
there is a response if DACS Client has started and an error occurs 

if it has stopped. When the error occurs, 'status is updated from 1 

to O in the status table. The reason for checking whether DACS 

Client has started periodically is to improve the system efficiently 

by the minimum startup check of DACS Client in the sequence 
(S3) of Phase2-a. Here, the status description of DACS Server and 

DACS Client is shown in Figure6. The directional arrow of the 
dotted line shows the flow of the state transition of DACS Server 

and DACS Client. The state changes in order as follows; to Active 
(steady state) from Initializing (initializing status), Off (idle state), 

and Initializing. 

Non-Active (transient status) in DACS Client shows all the 
statuses that it is not Active, when it does not reach to a steady 

state after the Off, or Initializing. When DACS Client is in the 

status of Initializing, status is changed into I from O. Under a 
steady state (Active), status is not changed from I in response to 

the notice from DACS Client for the startup check. However, 
when judged with Non-Active as a result of the startup check of 

DACS Client, status is changed into O by DACS Server from l. 
Moreover, explanation about the directional arrow (solid line) of 

DACS Server (Active) and DACS Client (Active, Off, Non-Active) 

is given. First, there is a directional arrow between DACS Server 

(Activ~) and DACS Client (Active) as follows. 

' The inquiry to DACS Client from DACS Server. 

' The response from DACS Client to the above-mentioned 

inquiry. 

' The transmission of DACS rules from DACS Server to DACS 
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Clie nt . 

In the opposite arrow of a dashed line for the directional arrows 

of solid line from DACS Server (Active) to DACS Client (Off, 

Non-Active), it is shown that there is no response from DACS 

Client to the inquiry from DACS Server to DACS Client. 

/~ ' ~-' _._'/' ' -- .....(/' DACS Server ¥ .. 

DACS Server 4･･･････' '¥ Off l; 
~~ l n ItlaNz _/'.. 

+~ ~." " " JL__/~~~'-*~l 
･Qf, Stat u s 

/ DACS Server ' 

DACS rules } I _)O ~ ~~*¥1 ~//~ DACS Client ¥,~ 

* A" CH K ,..~__Non-Acti v__e_.' 

Status o-)1 1 CHK status Transmlt Apply 

CHK Status 
1-0 ,/~b~~ACS Cli~~¥nt+ 

~~~ ( ~~DACS Client ¥), ..... ..""~ '¥__ Active / 
~ _1.__nitializing// 

'~It. I i ~~) CHK - startup check 

'~~~+; ' -~~ Transmit - DAcsrules transmitting v ~(' DACS Client~ Apply - DACS rules applyin9 
+~-!Off/ ~l 

Figure 6. Status description of DACS Scheme 

4.4 Communication ･ Control on Client 

The communication control on every user was given. However, it 

may be better to perform coxnmunication control on every client 

instead of every user. For example, it is the case where many and 

unspecified users use .a computer room, which is controlled. In 

this section, the method of communication control on every client 

is described, and the coexistence method with the communication 

control on every user is considered. 
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4 4.1 Realization of Communication Control by 

a Client Unit 

When a user logs in to a client, the IP address df the client is 

transmitted to DACS Server from DACS Client. Then, if DACS 
rules corresponding to IP address, is registered into the DACS 

Server side, it is transmitted to DACS Client. Then, 
communication control for every client can be realized by applying 

to DACS Control. In this case, it is a premise that a client uses a 

fixed IP address. However, when using DHCP service, it is 
possible to carry out the same control to all the clients linked to 

the whole network or its subnetwork for example. 

4 . 4 . 2 Coexrstence wrth Commumcation Control 

by a User Unit 

(1) Network Policy or Security Policy 
t 
l 

, 
t 
, 
i 
, 
t 
, 
,: 

V 

(2) Deciqing the priority of rule 

(a) User's rule > Client's rule 

(b) User's rule < Client's rule 

(c) User's rule = Client's rule 

. 

. 

t, 

I 
lr 

t 
~ 
lr 

V 

(3) Creating DACS rules 

Figure 7. Creating DACS rules in the DACS Server side 

When using communication control on every user and every client, 
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communication control may conflict. In that case, a priority needs 

to be given. The judgment is performed in the DACS Server side 

as shown in Figure7. Although not necessarily stipulated, the 
network policy or security policy exists in the organization such 

as a university (1). The priority is decided according to the policy 

(2). In (a), priority is given for the user's rule to control 
communication by the user unit. In (b), priority is given for the 

client's rule to control communication by the client unit. In (c), the 

user's rule is the same as the client's rule. As the result of 

comparing the conflict rules, one rule is determined respectively. 

Those rules and other rules not overlapping are gathered, and 
DACS rules are created (3). DACS rules are transmitted to DACS 

Client. In the DACS Client side, DACS rules are applied to DACS 

Control. The difference between the user's rule and the client's 

rule is not distinguished. 

4.5 Functional Ex periment and Experimental 

Re sults 

Server Machine 

Client Machine 

Figure 8. Prototype System 

In order to prove the possibilrty of realization of the network 
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services by DACS Scheme, the prototype was built. Then, the 
functional test was actually carried out under the operation. The 

prototype developed here, is shown in Figure8. Server Machine 

and Client Machine use FedoraCore3 as the OS.DACS Server and 

DACS Client is implemented by JAVA Ianguage. DACS Control 
uses the function of Netfilter, which is equipped in Unix or Linux. 

As the result of prototype construction, the function of changing a 

communicating PROXY server by a system administrator is 
realized as shown in Figure8. When a PROXY Server A is set as 

reference PROXY server of the Web browser on a client, 
communication is done via PROXY Server B by the control of 
DACS Control. The confirmation by the way of PROXY Server B 
is identified in the access log of squid. The confirmation of no 

communication via PROXY Server A was also identified in the 

access log of squid. . 
dac~_db=~: ~elect ~ frcnl ~~~tu_~;,"_tab I e; 
u~e'r_n~ime: I i p_~ddre~~ i *~,~tatu~; 

----------- --------------+--------+ 
user~ 1 192.~~.~8.~~.1 1 e 
u~e:r2 1 1~2.1S~.~~.2 1 e 
us~eirS 1 192.~~~.~n'..~ 1 1 
u**er4 1 '192.1b~~.~~.4 1 e 
u~e:rS 1 19~.1B~.~~.5 e 
u~er~ 1 19-~'.~~~.~@.6 e 
u~ery I '1~2.i~~.~~.7 1 e 
u~~er8 1 I~2.1~8.~~.~ I e 
u**er9 1 192.~b*~.~~.9 1 e 

Figure 9. Window ,Results of the Content of Status Table 

Here, the window results of the status table are shown in 
Figure9. In Phasel, the user name and the IP address of the login 

client are first transmitted from DACS Client. The IP address and 

the status flag are changed into the record of each user unit 

beforehand registered by the system administrator (status O-> 1). 

Moreover, in phase 2-a, before transmitting DACS rules to DACS 

Client, the startup check is carried out to DACS Client. 
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d ac:;~_db=~: 

u ~e r 1 

user*9 
u'~"'er3 

u ~~ r4 

u~~er5 
u~a~ er'B 

uc~*_er7 

u 8e r~ 

u 8e r 9 

Figure 10. 

_~e: J e_t:..*'t ~: fr=e~l=~ ru'le_tabl~~ 

tc:p : 1 92 . I ~~. q . ~ : S~ .2S-1 ~2. 1 68. I . 2 : 31 2~ 

tc:p: 1 92. I ~8. I . ? : 3~ ~~rl ~2. I b~8. I . 2: 31 28 

tcp E 1 82. 1 8S. I . ? : 3q 28-'1 ~2 . 1 58. '1 . 2 ~ 31 2~ 

t cp : 1 ~2' . 1 8~. ~ . ~ : 3q .2~-'i ~2 . '1 ･8~. '1 . 2 : 3'1 28 

t cp : ~ ~~" . 1 8~. ~ . ~ : 3~ .2,8-1 q~ ~_ . '1 8~. '1 . _?.' : 31 _;8 

tcp: 1 ~2. I ~S. I . ~ : 3~ 28-~ ~2. 1'8~. I . 2: 31 28 

tcp~ 1 92. I e8. I . ~ : 3~ ~8-q 92. 1･S~. I . ~,*: ~1 ~._8 

tc:p: 1 92. I e~. ~ . I : 3~ 2~-1 '~2. I ~B. I . 9* : B1 ~*8 

tc:p: 1 92 . I ~~. I . I : ~1 ~*,-,~-19*~,. I ~~. I . 2: 31 28 

Window Results of the Content of Rule Table 

Next, the result of a rule table used by Phasel and Phase2 of 

DACS Protocol is shown in Figurel0.In every phase, DACS rules 

which are registered to the user name transmitted from DACS 
Client are extracted. Then, they are transmitted to DACS client. 

Ghain A'jSTROUT INh? CpQI i c:~ ~t~.cEPT~ 

t8lrget ' prot opt source: dest in~tien 
G'h~l" i n 1~UTPUT ~poi icy ~OCE.PT~ 

~ a,rget dest i nat i en p'rot opt ~ou'rc:e 

~N~T t,cp ~92. '1,B~. I . ~ tc~ dpt ~quid t.o: 1 9*~. I~~. I .,2: 312~ -- anyw.' flere ' 

~NAT ~92 '1 ss.2. ~ tC~ dpt :ht't~ to: I s2. Is8.'2. 2: go t .ep -- anywhere 
-- anywh ere t..~P 

' 

Figure 11. Window Results after the Application of DACS rules to 

DACS Client 

The result after the application of DACS rules from DACS 
Server to DACS Client (DACS ControD by Phasel and Phase2 is 

shown in Figure 11. In this prototype, the functionality of Netfilter 

is used for DACS Control, and the ip tables command is used for 

the application of DACS rules. The list of the rules is presented. 

4.6 Evaluation of the Effectivene ss 

In this section, a discussion is performed from the viewpoint of a 

customer and a system administrator about the effectiveness by 

DACS Scheme. 
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4.6.1 Eff ectivene ss from Customer's Viewp oint 

By the communication control of a system administrator, the 
subsequent modification of setups is not needed. As the result, the 

user can use network services continuously without being 
conscious of a configuration change of the network server. To the 

user without almost knowledge, it is more effective. 

4 . 6 . 2 Effectivene ss from Syste m Administrator's 

Viewp oint 

(1) Affinity with Existing System 

A modification of the existing system is unnecessary except 
building DACS Server on the server, and building DACS Client on 

each client. Furthermore, since a communication of the client can 

be performed by applying DACS rules and the existing system is 

continued without an outage of a server or a client, which shows 

affinity with the existing system. 

(2) S af ety Network Environme nt Change 

Because the customer does not need to change the setups of 
network in DACS Scheme, the system administrator can realize 

system change easily. For example, the case where the network 

server software is changed, is assumed. When introducing new 
network server software, both verification of its function and 

verification to the load are required. By the conventional method, 

it is difficult to do a load examination besides using special 
verification software etc, after performing functional verification. 

By the DACS Scheme, it becomes possible to divide all the users 

into five equally, and to shift a user gradually every 1/5 for 

example. Since the number of users is increased one by one 
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gradually as a load examination in an actual environment, it can 

be checked whether it can bear to the number of users. 

4.6.3 System Management Faithful to Policy 

Although not necessarily stipulated, the policy on the network 

system management and the security policy, exist in the 
organization. Since the leaks of personal data, become to be an 

important problem, it becomes more important to protect their 

policies. The management by DACS ~cheme developed here, can 
perform the system processing faithful to the policy. 

4.7 Conclusions 

As a way for making the efficiency of an operation and 
management for network services better, DACS Scheme is 
proposed here. The characteristic of the operation and 
management by DACS Scheme is that the centralized 
management by the system administrator is possible after once 
the customer performs the initial setups. For the reason, it is not 

necessary to change the setuip s on client. Moreover, 
communication server is determined, and available services can 

be set for every user by performing the management of a user and 

DACS rules. DACS Protocol required to realize DACS Scheme 
was described, and the prototype was actually built. Then, 
experimental result was shown. The study was discussed from the 

viewpoint of the customer and the system administrator about 

the effectiveness of the operation and the management of the 

network services. For the customer, the load intensity of a 
management is reduced, such as changing the setups of the client, 

which shows as an advantage of the proposed DACS Scheme. On 
the other hand, since affinity with the existing system is high, for 

a system administrator, utility value is high at the following 
points. 
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' The initial introduction of DACS is very easy. 

･ The operation and management after an initial introduction 

of DACS Scheme are very easy. 

･ After starting the operation and management by DACS 

Scheme, a change of servers can be made freely and safely. 

･ There is an effect which reduces customer supports. 

A construction of the whole system for the real operation, and 

implementation, will be done as a future project. 

5. Security Function of DACS Scheme 

5.1 Introduction 

In e)~isting DACS Scheme, there are some security problems to be 

solved. It is assumed that DACS Client mtlst be implemented on 

all clients. When the client which DACS Client is not installed in 

is connected to the network, each network server can be accessed 

from that client technically. Depending on network or security 
policy, access to each network, server as shown in the above can be 

permitted or not permitted. For the purpose of corresponding to 

the non-permitted case, the function of preventing the 
communication from the client which DACS Client is not installed 

in is needed. Moreover, even if permitted, the communication 
needs to be encrypted when a user expects it. For example, in the 

service of handling information and contents for the specified user 

such as POP service, communication needs to be encrypted for the 

purpose of preventing information interception. However, when 

communication is encrypted, processing for encrypting and 
decrypting occurs in the server side. The function of encrypting 

only minimum communication is needed for reducing processing 
load in the server side where communications from a lot of users 
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and clients concentrate. 

Therefore, secure DACS Scheme is proposed and examined. 

Secure DACS Scheme has functions to prevent the 
communication from the client which DACS Client is not installed 

in and to prevent information interception. Then, the 
communication between the network server and the client which 

DACS Client is installed in is tunneled and encrypted. There are 

some methods of tunneling and encrypting under network layer 
(third layer) of OSI model [32] [33] [34], and some methods of 
tunneling and encrypting above transport layer (forth layer) [35] 

[36] . In the former method, because all communications to the 

network sever from the client aire tunneled and encrypted, 
processing load in the server side is heavy. In the latter method, 

because the communication is tunneled and encrypted by a 
network service unit, processing load in the server side is light in 

comparison with the former method. By connecting the latter 

method with the DACS Scheme's function of communication 
control by a user unit, tunneling and encrypting the 
communication by a user unit is realized. By tunneling and 
encrypting the communication, the function of preventing the 

communication for one network service from the client which 
DACS Client is not installed in is realized. Moreover, when the 

communication from the client which DACS Client is not installed 

in is permitted, each user can select whether the communication 

is tunneled and encrypted or not. The function of preventing 
information interception is realized. In comparison with the 
method of only tunneling ~nd encrypting the communication by a 
network service unit, it is realized to reduce the processing load in 

the server side. That function of tunneling and encrypting the 

communication is extended by using the port forwarding function 

of SSH [37], which is selected from methods of tunneling and 

encrypting. 

In this section 5, the function for preventing the communication 

from the client which DACS Client is not installed in and 

preventing information interception is examined. The 
experimental results by prototype construction are shown to 
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confirm the possibility of this function. 

5.2 Examination of the Nece ssary Function 

In existing DACS Scheme, it is assumed that DACS Client must 

be implemented on all clients. When the client which DACS 
Client is not installed in is connected to the network, each 

network server can be accessed from that client technically. 
Depending on network or security policy, access for each network 

server can be permitted or not permitted. For the purpose of 

corresponding to the non-permitted case, the function of 
preventing the communication from the client which DACS Client 

is not installed in is needed. Even if permitted, the 
communication needs to be encrypted when a user expects it. For 

example, in the service of handling information and contents for 

the specified user such as POP service, communication needs to 

be encrypted for the purpose of preventing information 
interception. When communication is tunneled and encrypted, 
processing for encrypting and decrypting occurs in the server side. 

The function of tunneling and encrypting only minimum 
communication is needed for reducing processing load in the 
server side where communications from a lot of users and clients 

concentrate. . 
From here, the adaptability for DACS Scheme is examined. At 

first, as the method for preventing the communication from the 

client which DACS Client is not installed in, access control on the 

network server side is examined. First, the method of using 
packet filtering mechanism is considered. By locating packet 
filtering mechanism on each network server, it is possible to 

perform access control based on IP address and TCP port. In 
existing DACS Scheme, communication control is performed by a 
user unit. To perform access control by a user unit on the network 

server, the mechanism, which makes it possible to identify which 

user is sending communication, is needed. That is, the packet 

filtering mechanism which corresponds to DACS Scheme is 
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needed. The details of the method for corresponding to DACS 
Scheme are described in section 5.3. Because access control is 

performed according to the correspondence list of a client's IP 

address and a user name logging in that client, processing load 

comes to be very heavy. Then, the method of each network 
service's performing access control by a user unit is considered. 

Each network service is needed to correspond to DACS Scheme. 

Being same as packet filtering mechanism which corresponds to 

DACS Scheme, processing load is very heavy. Moreover, it is 
difficult to make all network service correspond to DACS Scheme. 

Access control on the network server side is not suitable to DACS 

Scheme . 

Next, as another method to prevent the communication from the 

client which DACS Client is not installed in, the method of using 

the mechanism of single sign on operation such as Kerberos is 

considered. In this method, each network service must correspond 

to the mechanism of single sign on operation. However, because 

there is not always the guarantee, this method is not unsuitable 

to DACS Scheme. 
Therefore, as the other method to prevent the communication 

from the client which DACS Client is not installed in, the method 

of tunneling and encrypting the communication between the 
network server and the client which DACS Client is installed in is 

considered. Essentially, only tunneling is needed to prevent such 

a communication. By adding the encrypting function, the 
information interception is prevented. To tunnel and encrypt the 

communication, there are some methods of tunneling and 
encrypting under the network layer (third layer) of OSI model by 

using PPTP and L2TP, IP sec etc. In addition, there are some 
other methods at the upper layer more than transport layer (forth 

layer) by using SSL and TLS, SSH etc. The protocol without the 

function of encrypting like L2TP needs to be incorporated with 

other encrypting function. In the case of tunneling and encrypting 

under third layer, all communications between a network server 

and a client are tunneled and encrypted. On the other hand, in 

the case of tunneling and encrypting above forth layer, the 
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communication between a network server and a client are 
encrypted and tunneled by a network service unit. Since the 
processing to restore the tunneled and encrypted communication 

is needed in the network server, it is expected to tunnel and 

encrypt the minimum communication. In comparing the former 
method with the latter method, the latter method is advantageous 

to reduce the processing load in the server. However, it is 

insufficient only to tunnel and encrypt the communications 
between a network server and a client simply by a network 
service unit. In DACS Scheme, communication control is 
performed not only by a client unit but also by a user unit. 
Depending on the content of network or security policy, it may be 

needed for one specified users to use one network service with the 

communication tunneled and encrypted. Also, it may be needed 
for another specified users to use same network service with the 

communication not tunneled and unencrypted. This 
communication control is realized by connecting the function of 

communication control by a user unit in DACS Scheme and the 
function of tunneling and encrypting by a network service unit 

above the forth layer. In addition, because the unspecified number 

of network services moving on TCP/IP needs to be controlled, the 

communication will be tunneled and encrypted, not by the method 

that is effective for only specific network service, but by the 

method that is effective for the unspecified number of network 

services. In the method of using SSL and TLS, the communication 

for the unspecified number of network services is not always 

tunneled and encrypted. In the method of using the port 
forwarding function of SSH, it is possible to tunnel and encrypt 

the communication for the unspecified number of network 
services. To perf orm communication control with the se 
requirements satisfied, the function of DACS Scheme is extended 

as shown in next section. 
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5.3 Explanation of Extended Function for S olving 

Security Problems 

In this section, the functional extension of DACS Scheme is 
described. The communication is tunneled and encrypted by use 

of SSH. By using the function of port forwarding of SSH, it is 

realized to tunnel and encrypt the communication between the 
network server and the client which DACS Client is installed in. 

Normally, to communicate from a client application to a network 

server by using the function of port forwarding of SSH, Iocal host 

(127.0.0.1) needs to be indicated on that client application as a 

communicating server. The transparent use of a client, which is a 

characteristic of DACS Scheme, is failed. The transparent use of a 

client means that a client can be used continuously without 

changing setups when configuration change of the network 
system is done. The function which doesn't fail the transparent 

use of a client is needed. The mechanism of that function is shown 
in Figure 1 2 . 

( Client Machine ) 

(a) 

Figure 12. 

~･････- DACS Client 

Extend Security Function 
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The changed point on network server side is shown as follows in 

comparison with existing DACS Scheme. SSH Server is located 

and activated, and communication except SSH is blocked. In 
Figure 12, DACS rules are sent from DACS Server to DACS Client 
(a). By DACS Client which accepts DACS rules, DACS rules are 

applied to DACS Control in DACS Client (b). The movement to 

here is same as existing DACS Scheme. After functional extension, 

as shown in (c) of Figurel2, DACS rules are applied to DACS 

SControl. Communication control is performed in DACS SControl 

with the function of SSH. By adding the extended function, 

selecting the tunneled and encrypted or not tunneled and 
encrypted communication is done for each network service. When 

communication is not tunneled and encrypted, communication 
control is performed by DACS Control as shown in (d) of Figurel2. 

When communication is tunneled and encrypted, destination of 
the communication is changed by DACS Control to local host as 

shown in (e) of Figurel2. After that, by DACS STCL, the 
communicating server is changed to the network server and 
tunneled and encrypted communication is sent as shown in (g) of 

Figure 12, which are realized by the function of port forwarding of 

SSH. In DACS rules applied to DACS Control, Iocal host is 
indicated as the destination of communication. In DACS rules 
applied to DACS SControl, the network server is indicated as the 

destination of communication. As the functional extension 
explained in the above, the function of tunneling and encrypting 

communication is realized in the state of being suitable for DACS 

Scheme, that is, with the transparent use of a client. Then, by 

changing the content of DACS rules applied to DACS Control and 
DACS SControl, it is realized to distinguish the control in the case 

of tunneling and encrypting or not tunneling and encrypting by a 

user unit. By tunneling and encrypting the communication for 
one network service from all users, and blocking the untunneled 

and decrypted communication for that network service, the 
function of preventing the communication for one network service 

from the client which DACS Client is not installed in is realized. 

Moreover, even if the communication to the network server from 
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the client which DACS Client is not installed in is permitted, each 

user can select whether the communication is tunneled and 
encrypted or not. The function of preventing information 
interception is realized. 

5.4 Functional Experiment and Experimental 

Re sults 

To confirm the possibility of the function of tunneling and 
encrypting the communication for one network service by a user 

unit, and the function of preventing the communication from the 

client which DACS Client is not installed in, the functional 

experiments by prototype construction were done as shown in 
Figurel3. As a new component of this system, DACS SControl, 
which diverts the function of SSH, is located in the DACS Client. 

Other components of this system except DACS SControl are same 

as existing DACS Scheme. The details of system configuration are 
described as following from (1) to (3). (In this prototype system, a 

server machine and a client machine are connected to the local 

area network, which is separated from the outside network. As 

the result, it is confirmed that the communication for the server 

machine is sent from the user who is sitting in front of the client 

machine .) 

(1) Server Machine 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Language:JAVA(DACS Server) 

Database:PostgresSQL 
(2) Client Machine 

CPU:Celeron M Processor340(1 .5GHZ) 

OS:FedoraCore3 
Language:JAVA(DACS Client except DACS Control and DACS 
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S ControD 

others:Netfilter (DACS ControD 

OpenSSH-3.9pl-7 (DACS SControD 
(3)Others 

Authentication Server: OpenLDAP-2. I .22-8(FedoraCore 1) 

DHCP Server:Microsoft DHCS Server(WindowsNT4.0) 
DNS Server:bind-9.2.2.P3-9(FedoraCore 1) 

PROXY Server:squid-2 . 5.STABLE3 - 3 .fc I (RedHatLinux9) 

, 
(d) ; 

DAC S 

IMl 

Server Machine 

DACS Server 
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Control .. 

(VisualC~h) 

(b) 

i (a) APPtyin9 ~ 
~>'>1~""'>'>~~"' <~~ 'bAe~>f l~i~s ; 

*.' (c) DACS SControi'~~~SH client) 

Authentication 
S erver 

(O penLDAP) 

DACS Client 

Network 
l nterface 

User login 

Web browser 
Telnet client 

DHCP 
Server 

IP Add ress 

Client Machine 

Figure 1 3. Prototype System 

DNS 
Serl7er 

From here, experimental results by prototype construction are 
shown. First, it is explained about･ the case to access Web Server 

with the communication tunneled and encrypted and to access 

Telnet Server with the communication not tunneled and 
encrypted. As shown in (a) of Figure 13, the client which DACS 

Client is installed in was initialized after one user's logging in a 

client. DACS rules were sent from DACS Server to DACS Client, 

and applied to DACS Control and DACS SControl. In the 
communication from Web Browser, destination changed by 
Destination NAT based on DACS rules was 80 port of localhost 
(127.0.0.1) as shown in the upper bold frame of Figurel4. 
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target prot o~t gourc:e: 
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t･cp d~t : f t･p-data to: 1 2?, .O.O. I : Ije 

~ ~.1 .' "9 
~.: 

,, f l ,. iP 

~? ::~ t f:l 

Fugure 14. Window Results of DACS Rules 

Then, destination changed by OpenSSH based on DACS rules 
applied to DACS SControl was the IP address (133.21.151.208) of 

the server machine. When the user accesses to Telnet Server, as 

shown in the bottom bold frame of Figurel4, the IP address of 

server machine and 23 port was destination changed by 
Destination NAT based on DACS rules applied to DACS Control. 

When access from Web Browser to Web Server was performed, as 
the result of communication control by DACS Control, destination 

was changed to localhost (port:80) and communication was 
performed from (b) to (c) in Figurel3. By using the function of 

port forwarding of OpenSSH as DACS SControl, destination of 
communication was changed to Web Server, and communication 
was tunneled and encrypted as shown in (d) of Figurel3. As the 

result of reply from Web Server to Web Browser, Web page was 

displayed on Web Browser. Because communication except SSH 
(port:22) and Telnet (port:23) was blocked on the Web Server side, 

communication by SSH was confirmed by communication record 
through personal firewall on Web Server. Then, after logging in 

Telnet Server from Telnet client, the user easily operated a 

command. Because this communication was the basic function on 

existing DACS Scheme, which changed the destination server for 

same host name, the explanation about system movement is 
omitted. As shown in the bottom bold frame of Figurel5, 
communication quantity by SSH was increased from O byte to 
2504 byte. Then, as shown in the upper bold frame of Figurel5, 

because communication quantity by Telnet was increased from O 

byte to 3986 byte, it was confirmed that the communication by 

Telnet had been performed. Moreover, when same user logs in 
same client and performs access from Web Browser to Web Server 
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in the state of stopping DACS Client (including DACS Control 

and DACS SControl), reply from Web Server was not performed 

and Web page was not displayed on Web Browser. It was 
confirmed clearly that access to Web Server was not realized in 

the state of not tunneling and encrypting by SSH. That is, it was 

confirmed clearly that the function of preventing the 
communication from the client which DACS Client is not installed 

in and the function of preventing information interception were 

realized. 
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Frgure 1 5 Wmdow Results of the Commumcation Quantity by 
SSH(1) 

Next, in the same procedure, it was confirmed that access to Web 

Server with the communication not tunneled and encrypted and 

access to Telnet Server with the communication tunneled and 
encrypted were performed. 
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Figure 16. WindOW ReSults Of DACS rules applled tO DACS Cllent 

In Figurel6, the result of applying DACS rules to DACS CTL is 

shown. As shown in the upper bold frame, because the 
communication was not tunneled and encrypted in the case of 
accessing to Web Server, destination after changing was the IP 

address of the server machine and 80 port. Moreover, as shown in 

the bottom bold frame, because the communication was tunneled 

and encrypted in the case of accessing to Telnet Server, 
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destination after changing was localhost. 

In Figurel7, communication quantity by SSH was increased 
from O byte to 3 104 byte. Communication quantity by HTTP was 

increased from O byte to 2232 byte. As the results of these 

experiments, the possibility of the extended function was 
confirmed. 
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Figure 1 7 Window Results of the Commumcation Quantity by SSH(2) 

5.5 Conclusions 

As a method of network management, DACS Scheme had been 
proposed. However, DACS Scheme had some security problems to 

be solved. In existing DACS Scheme, it was assumed that DACS 

Client must have been implemented on all clients. When the 
client which DACS Client is not installed in was connected to the 

network, each network server could have been accessed from that 

client technically. Then, depending on network dr security policy, 

access for each network server as shown in the above may be 
permitted or not permitted. For the purpose of corresponding to 

the non-permitted case, the function of preventing the 
communication from the client which DACS Client is not installed 

in was needed. Moreover, even if permitted, the communication 

needed to be encrypted to prevent information interception when 

a user expects it. To prevent the communication from the client 

which DACS Client is not installed in, and to prevent information 

interception, new function was needed to be implemented in 
existing DACS Scheme. To realize that function, the method of 
access control by use of packet filtering mechanism located on the 

network servers, wa~ considered. Then, the method of access 

control by making each network service correspond to DACS 
Scheme, was considered. In addition, the method of access control 
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by introducing single sign on operation was considered. However, 

it was unsuitable to DACS Scheme. Therefore, to prevent the 
communication from the client which DACS Client is not installed 

in and to prevent information interception, the method of access 

control by tunneling and encrypting the communication between 

a network server and a client which DACS Client is installed in 

was proposed and examined. By implementing the extensional 
function in existing DACS Scheme, secure DACS Scheme was 
realized. 

6. Evaluation of the Processing Worklo ad 

6 . I Introduction 

In computer networks where the usage policies are well defined, 

the network management is relatively easy. This is the case of 

enterprise computer networks, where security policies and access 

control lists are well defined. On the other hand, in campus-like 

computer networks, the management is quite complicated, 
because the computer management section manages only a small 
portion of the wide needs of the campus network. For example, in 

a laboratory, network servers are usually managed by users and 

not by the central networking office. Moreover, management of 
client machines is complicated or, at least, it is a time consuming 

operation whenever an update of network settings takes place. 

For example, when the SMTP server and the POP server are 
relocated to new sites or server machines, an update of user 
machine settings is necessary. Most of computer network users in 

a campus are student and, since students do not check frequently 

the e-mail, a usual operation is to make them aware of the 
settings update. This administrative operation is executed by 

means of web pages and/or bullettin boards. For the system 
administration, individual technical support is a stiff part of the 

network management. In this work, we discuss two models of 
network management: 1) INfrastructure-based Management 
model (INM), where the control of the network is performed by 
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means of functionalities deployed along the path from clients to 

servers and 2) Client Management model (CM), where the 
management is performed by means of special services located 
into the client machines. In our previous studies, we proposed an 

implementation of the CM model in the form of a framework we 
called DACS Scheme. Essentially, the main features of DACS are 

the following. 

･ The user can use the client machine continuously, without 

changing its default settings. 

･ By means of a communication control of the client machine of 

the user, a whole local area network can be managed. 

In this way, network system updatings is confined to the system 

administrator, only. When DACS scheme is used in real networks, 

the processing load of communication control can be heavy with 

respect to standard mechanisms of other schemesl. The 
representative schemes of communication control systems of CM 

type are SSL-VPN, which controls the communication from 
outside of the LAN, and Opengate, which controls the access from 

the LAN towards foreign networks. In these systems, 
communication control of the user client machine is partially 

implemented. Furthermore, communication control over the 
whole network is not implemented. Here, we are concerned with 

comparing the two models from the point of view of the processing 

workload. The experimental results collected in our testbed 
confirm the fact that DACS is an advantageous CM model with 
respect to INM solutions. 

This section is organized as follows. First, we briefly describe the 

maih characteristics of the DACS scheme. Then, we propose two 

simple network models of INM-like and CM-like solutions. DACS 

is assumed to be a CM model, while standard TCP port and IP 

address filtering are considered as INM mechanisms. On the 
basis of these two models, we explain our analysis and our 
preliminary results. Conclusions of the work and further 
investigations are presented. 
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6.2 Comparison of CM and INM models 
The main problem of the CM model of network management, and 
in particular of DACS, is that the processing load could become as 

high as to jeopardize the system performance. In fact, the rules of 

communication control must be extracted from a set of global 
rules and for every user who logs in his/her machine. Existing 

solutions are SSL-VPN and Opengate. However, in these 
solutions communication control of the user machine is partially 

performed. Moreover, the control of the communications of the 

whole network is not possible except in the DACS framework. For 

this reason, it could be unfair to compare DACS performance with 

respect to other solutions. Therefore, we recast our performance 

analysis as a comparison of the processing workload of the system 

in scenarios where DACS is used and where DACS is not deployed. 

As said above, the second case is the INM model. 

6.2.l llvO models for communication control 

The INM model is shown in Figure. 18. Servers group and clients 

group are in separate networks, interconnected through the 
Communication Control Service (CCS), which is part of the 
network infrastructure. In this model, the communication of user 

clients is controlled by the CCS. Usually, there is a Control 
Information Management Server (CIMS), where the management 
of information and access control rules are stored in the so called 

Control Information (CD database. From the point of view of the 

processing workload, the bottleneck is the CCS, which increases 

with the number of clients/users. This is not an unrealistic 

assumption, because, generally, the communication rate among 
clients and servers is high. 

The alternate model is the CM model, such as DACS. This 
model is shown in Figure. 19. The CCS and the CI are now 
distributed within the client machines. After a user logging into a 
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particular client machine, the CI set for that user and that client 

is extracted from the CIM. The extracted CI is applied to the CCS 

located onto the client machine, and the control of the 
communication is performed by the CCS. Compared to the INM 
model, the CM model differs because a small amount of the CI is 

distributed into the client machines. In both models, the CI is 

centrally managed by the CIMS. We see that this little share of 

information among client machines helps reducing the total 
workload sustained by the CCS. 
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Figure. 18 Infrastructure Management type model 

6.2.2 Analysis of INM and CM Models 

In this section, processing workload with respect to the 
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communication control model is analyzed. When the 
communication between the client software and the network 
service in these two models takes place, the processing wokload 

can be divided as follows. 

1 . Processing by the network service of the requests from client 

machines. 
2. Processing by the client machine of communication controls. 

3. Other processing on the client machines. 

The processing in I and 3 are the same for both models. Therefore, 

we should only compare the processing in 2 in the INM and the 

CM model, respectively. 
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Figure . 1 9 Client Management type model 

For instance, the processing workload of the communication 
control at 1) the CCS and at 2) the client machine. For the 

analysis, the INM and the CM models are draw as shown in Fig. 

20 and Fig. 21, respectively. In both figures, network 
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configuration is the same, except the place of the CCS. Moreover, 

each network service is referred to as NS1;NS2; : : : ;NSN, where 

N is the total number of network services. Similarly, 
CLl;CL2; : : : ;CLM represent the clients, where M is the total 

number of clients. The processing workloads due to 
communication between the network services and the clients are 
represented by pl; : : : ; pN. Other processing workload are kept 

unchanged, e.g. those of the clients and those of the network 

services. Then, processing performance of each server where each 

network service is located on, is the same, and processing 
performance of each client is also the same. Hereinafter, we 

assume that the processing capabilities are the same for every 
client. Thus, the analysis will focus on a generic client, only. 
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Under these assumptions, it is straightforward to show that the 

processing load of the INM model is: 

_1 ~ ~ ~: ~ ~<=' ~~ 
j ~t; *'~' 

;;~~:::: :i" 

where WINM is the workload. 
For the CM model, the processing load occurring in the 

CCS is now: 
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The equation in 2 means that the workload is independent of the 

number of client machines, which is in accord with the CM model. 

It is clear that the workloads are upper bounded by physical 

constraints of the hardware of client and server machines. We 

refer to these upper bounds as UlNM and UCM, respectively. 
Usually, since server machines are more powerful than client 

machines, UlNM = kUCM; k > l. Then, the processing rates can 
be defined as: 

*' ='*'~i~ 

Equation in I is a linear function of the number of clients. That is, 

given N, i.e. the number of network services requested by clients, 

WINM increases with M. This is shown also by the line (A) in 

Figure. 22. Obviously, the processing rate of the CM model is 
independent of M, as shown also in the line (B) of Figure. 22. 

Processing toad rate (%) 
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= ~~ INM 
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Figure. 22 Comparison of processing load 
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As final test, we also analyzed the impact of processing load due 

to the DACS software. In fact, actually we have 

~~ . ;.* 
~~~i!' 
S~!i::::;: :~. 

where ~/ is due to the processing workload of point 3. That is, 

the client machine must sustain the additional workload of the 

DACS software. It is clear that if the client machine is used 
without DACS, the line (B) does not move and we conclude that 

CM model is always better than INM model. However, ' could be 
as high as to shift up the line (B) . In our experiments, carried out 

on a campus LAN, we verified that always PINM . PCM, for some 
M . MC, where MC is the crosspoint (O in Figure. 22. From these 

preliminary experiments, we are confident that DACS can assure 

a lower processing workload with respect to other INM-like 
solutions. 

6 . 3 Conclusion 

In this paper, we illustrated a new proposal for network 
management, where the control is distributed within the client 

machine pool. So far, the study of DACS framework was mainly 
about its functionalities, and the evaluation of applying DACS to 

real networks was not investigated. A Iegitimate doubt against 

CM solutions like DACS was that when they are deployed the 

processing workload could augment. In that direction, we 
presented a simple comparison of two types of communication 
control that we called INM and CM model, respectively. For 
instance, DACS framework fall into the CM models. Instead of 

compare other solutions with DACS, which could be unfair 
because of the way they are conceived, we compared the two 
models, i.e. a network with and without DACS scheme. The 
analytical evaluations of the processing workload are supported 
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by real experiment in our computer network, and they confirm 
the fact that the increase of the processing workload is marginal. 

In particular, it is independent of the number of client machines 

managed. Future investigations concern the implementation of a 

more complete system and its evaluation in more real use cases. 

The optimization of DACS's variables, such as the value of the 

timers used by the server for checking procedure, is another 
important aspect to be investigated, because the response time of 

applications running on top of DACS depends on the delay the 
DACS server spends in distributing DACS rules to DACS client. 
We will investigate this analysis for further studies. 

7. Realization of Ne w User Support 

7. 1 Introduction 

As a problem of user support, it is pointed out as follows. When 

some different network services such as SMTP service and POP3 

service on the same server machine are divided into different 

server machines, that is, when system configuration of a network 

system is changed, a user has to change host name on a client 
application by oneself. As another problem of user support, it is 

pointed out that much time and effort are spent to cope with 

annoying communication such as virus infection under the 
management by DHCP [38] . The word of "annoying 
communication" means the communication which adversely 
affects processing performance and communication speed of other 

clients. There is not any clear evidence which client uses which IP 

address. In the conventional network scheme, it is difficult to 

solve these problems well without complicated works by the 
person. Because it is often necessary to support each user 

respectively, it takes trouble very much for the system 
administrator. To solve these problems, new form of user support 
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is proposed and examined. That user support can be realized on 
the network introducing DACS (Destination Addressing Control 

System) Scheme. DACS Scheme is a network operation and 
management scheme for managing a whole network system by 
communication control of a client. An example of new from of user 

support is described as follows. First, the way of coping with 

annoying communication is considered. In conventional method, 
the user or client to send the annoying communication is specified 

by a person, and it is carried out to cope with that user or client. 

However, in the method by DACS Scheme, annoying 
communication of the client is stopped and the warning message 

is displayed on the screen of the client. The user who watches the 

warning message does an inquiry to the computer management 
section. Because the system administrator does not need to 
identify that client physically, network management is largely 
simplified. 

To explain the new form of user support, problems of existing 

user support are described in section 7.2. The new form of user 

support which is realized by DACS Scheme is explained in section 

7.3. In section 7.4, experimental results are shown to confirm the 

possibility of that new form of user support. 

7.2 Problem of Existing User Support 

In this section, problems for supporting each user are mainly 

described by showing examples for user support. 

7.2.1 Support at Changing Setups of Client 

Support at the time of changing setups of a client is described. 

When some different network services such as a SMTP and POP3 
service on the same server machine are expected be divided into 

separate server machines, a user has to change setups of a client. 

When the same host name is being set on the client as the SMTP 
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server name and POP3 server name, the host name of either must 

be changed. In this case, a notice of changing setups of the client 

is sent by E-mail, a homepage and a document announcement 
from a system administrator. The user who accepted the notice 
usually changes setups of the client by oneself. If changing setups 

can not be done, the user inquires to the network management 

section, and the system administrator replies those inquires 
through telephone. If the user can not change still, the system 

administrator goes to the place which the client exists and 
changes setups of the client. 

If the system administrator can change the communication server 

for same host name under the central control freely and easily, 

the user does not need to change setups of the client. 

7.2.2 Coping with Annoying Communication 

It is pointed that, much time and effort are spent to specify which 

client or user is transmitting annoying communication, when 
DHCP service is used. As an example of annoying communication, 

the communication which is sent from the client infected by virus 

is considered. In this case, the source IP address of annoying 

communication is specified first. Next, the client having that IP 

address is found out as the virus infection client by a user or 

system administrator, and identified which user used that client. 

The main point of this process is shown as following. If an IP 

address is dynamically managed using DHCP service, the IP 
address of the client may be changed according to the lease period 

of an IP address and the use situation of the client (the period to 

next use). Therefore, the IP address of the client is not necessarily 

grasped. As the result, after the source IP address of annoying 

communication is specified by the network management section, 

the_ client having that IP address must be specified among many 

clients by the user or system administrator. If this process for 

specifying the virus infection client is simplified, the burden for 

the user and system administrator is reduced. 
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As another example, the communication problem using UDP 
(User Datagram ProtocoD such as streaming of the moving 
picture and the sound which may generate the congestion of the 
network [39] is described. 'The congestion of the network becomes 

the cause of holding down the communication using TCP 
(Tcansmission Control ProtocoD. To cope with this problem, it is 

necessary to specify which user is using the client at that time. 

About this point, it can not be specified easily in the scheme of the 

conventional network. There is no guarantee that the user can 

certainly be specified. If the user can be specified just after 

capturing the annoying communication, it is easy to cope with it. 

Further, if it is possible for the system administrator to block the 

communication by intensive management of the client, annoying 

communication is able to be blocked temporarily without 
specifying the place where the client is physically. To cope with 

these problems described in the above, the new form of user 
support by DACS Scheme is examined. 

7.3 Ne w Form of User Sup port 

In this section, the process (Stagel) for introducing DACS Scheme 

and new form of user support (Stage2) after introducing DACS 

Scheme are described. 

7.3.1 Proce ss of Introducing DACS Scheme 

(Stage l) 

As an example of introducing DACS Scheme in the university 

network, the process of introducing DACS Scheme into the 
laboratory is described as shown in Figure23. At first, the policy 

for using a laboratory network is determined by discussion of a 
network management section and a laboratory (1). At this point in 

time, permission or disapproval for the use of each network 
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service, and communication server for each network service, that 

is, the contents of DACS rules, are decided. In the side of the 

Network management section, DACS rules are registered into 
DACS Server according to the policy for using a laboratory 
network (2). In the side of the laboratory, a setup of a client (3) 

and a setup of DACS Client (4) are performed. After these setups 

are completed, the operating in DACS Scheme becomes possible. 

When a client is newly introduced in the operating state, only 
setups of a client (3) and DACS Client (4) are required in the side 

of the laboratory. When DACS Scheme is not introduced, the 
policy for using a laboratory network must be originally decided 

in the laboratory side. However, it is difficult in the laboratory 

where the network can not be managed by a technical factor. In 

introducing DACS Scheme, because the policy for using a 
laboratory network is reviewed under the cooperation with a 
network management section, there is a merit for a laboratory. In 

addition, because the network management along the policy can 
be realized, there is also a merit for the system administrator. 

Figure 23. Stagel 
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7.3.2 Proce ss of New User Su p port (Stage 2) 

(1) Support at Changing Setups of Clie nt with 

DACS Scheme 

When network configuration is changed, user support by DACS 

Scheme is compared with user support by Non-DACS Scheme, 
and an advantage of user support by DACS Scheme is described. 

User support processes after changing the network configuration 

are described in Figure24. When DACS Scheme is not introduced, 

notification for changing setups is sent to a user in a laboratory 

(2) after changing the network configuration (1). It is sent by 

E-mail and a homepage or a document. The user who accepts that 
notification changes setups of a client (3). If there is no problem in 

changing setups of the client, it is enabled to start the operating 

(4) . When it is not possible to change setups by some causes, the 

user inquires to the network management section (5). In the 

network section, investigation by hearing comprehension for the 
user or investigation in the field is done (6). If a cause is specified, 

the coping way are considered, and carried out (7). It is a burden 

for a system administrator to support each user for every inquiry. 

When DACS Scheme is introduced, a system administrator has 
only to change DACS rules (8) at the time of changing the 

network configuration. After changing DACS rule s, 
communication control corre sponding to new network 
configuration is started at a point in time when the user logs in to 

a client again (4). Because the system administrator with 

understanding the policy for using a laboratory network sets 
DACS rules, a trouble by a cause except an artificial factor such 

as missing setups of DACS rules does not occur. This process of 

user support is largely simplified in comparison with the process 

of user support by Non-DACS Scheme. 
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Frgure 24 Process introducing DACS Scheme 

(2) Coping with Annoying Communication by 

DACS Scheme 

To cope with the communication from a virus infection client and 

the communication with annoyance to other user such as 
streaming of moving and sound, a system administrator needs to 

specify which user or client is transmitting the communication to. 

For example, when there is a direct cause in the client itself such 

as virus infection, the client must be specified. A user must be 

specified, when there is a direct cause in user oneself. When the 

IP address is managed dynamically by DHCP service, much time 
and effort is spent to specify the client or user. The coping process 

for annoying communication is described as shown in Figure25 
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and explained with an example of the user support for a 
laboratory. A characteristic of this mechanism is the next two 

processing on Web Server. 

(a) User authentication is performed by user information. 

(b) Information related to user is searched and extracted from 

data which is accumulated beforehand. 

(1) Capturing annoying communlcatlon 

Figure 25. Change of User Support 

Processing of (a) is performed after processing of (5) in Figure28. 

This processing is necessary to perform processing of (b) and 

becomes essential so that Web Service premises anonymous user. 

Web page as Personal Portal is generated by the program such as 

CGI on the Web Server. Because the program is introduced by 
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system administrator and can't usually be changed by a user, the 

Personal Portal can't always be easy to use for each user or 

customize for personal use. In this paper, to overcome this 
problem, two kinds of functions of Web Service based on DACS 
Scheme, which make each user creates Personal Portal freely and 

easily, were developed. By using these functions, when each 
different user inputs same URL on Web Browser, the different 

information for each user is searched and extracted from 
database or document medium, and displayed on Web Browser. 
However, in these functions, it is possible only to send and accept 

information by a user unit. Because it is necessary to send and 

accept information by a group unit and by all users unit, these 

functions are insufficient. In addition, these two kinds of 
functions are independent with each other. So, to use in actual 
netivork, these two kinds of functions need to be integrated as one 

service, and integrated interface needs to be brought to each user. 

Therefore, after extending these two kinds of functions of Web 

Service to send and accept information not only by a user unit, 

but also by a group unit and by all users unit, DACS Web Service, 

is proposed, which is realized as the result of having integrated 

these extended two kinds of functions of Web Service. 

At first, annoying communication for other users is captured by 

communication detection through the mechanism such as F/W or 
IDS (1). Next, a source IP address of the annoying communication 

is acquired (2). To here, it is the same thing when DACS Scheme 

is introduced or not introduced. When DACS Scheme is not 
introduced, the process of user support is described in the 
following. Under using DHCP Service, if a whole network is 
divided into multiple subnetworks, and each subnetwork is 
assigned to each laboratory, a system administrator can manage 
scope of the IP address used in a laboratory. If not so, the system 

administrator can not manage it. In the case of the former, the IP 

address is notified to the laboratory (3), and the client 
transmitting the communication is specified (4). In the laboratory, 

because it is impossble to manage which client uses which IP 
address, the client is specified after investigating the network 
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setups information of each client. It takes trouble very much. In 

the case of the latter, it is difficult to specify the client. This is 

because the system administrator can not know the laboratory 
using the IP address. Even if the system administrator can know 

it, because it is needed to investigate the network setups 
information of each client, it takes trouble very much. After the 

client is specified, the user of the laboratory contacts a network 

management section (5). In the situation that a laboratory 

cooperates with a network management section, the cause 
specification of annoying communication and coping with it are 
done (6). On the other hand, when DACS Scheme is introduced, 

source IP address of the annoying communication needs to be 
acquired (2) to specify the client first. When a user needs to be 

specified, a user name is specified from the IP address (7). When a 

user has a direct cause such as streaming of the moving picture 

and the sound, the message to notify abnormality is transmitted 
to the IP address of the client which a user logs in. If a client has a 

direct cause such as infection by virus, the message to notify 

abnormality is transmitted to the IP address of the client. The 

message is displayed in the screen of the client. At the same time, 

the used port by annoying communication is blocked (8). The user 

sees the message of the screen, and contacts the network 
management section (5). In the situation that a laboratory 

cooperates with a network management section, specification of 
annoying communication and coping with it are done (6). It is 

shown that DACS Scheme is effective at the following two points. 

The first point is that the client which transmits annoying 

communication is specified simply. The client which has a 
problem is specified by seeing the message of a screen at a glance. 

The second point is shown as follows. Because the influence to 

others is prevented by blocking a communication port of the client, 

time margin for the cause specification of annoying 
communication and the coping with it is generated effectively. 

When the urgent degree such as virus infection is high, DACS 
Scheme is particularly effective. 
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7.4 Functional Experiment and Ex perimental 

Re sult 

To realize new form of user support as shown in the previous 
section, the functions from (a) to (c) as follows are needed. 

(a)The function of changing destination for one host name by a 

system administrator 
(b)The function of blocking the communication form the client 

by a system administrator. 

(c)The function of displaying the message sent from a system 

administrator on the screen of a client. 

To simplify the support at the time of changing setups of a client, 

the function of (a) is needed. Then, to cope with annoying 
communication simply, the functions of (b) and (c) are needed. 

Because the functions of (a) and (b) are basic functions of existing 

DACS Scheme, the possibility of these functions has been already 
confirmed. Therefore, only the possibility of the function of (c) 

needs to be confirmed. To confirm the possibility of the function of 

(c), prototype system was built as shown in Figure26. The 
configuration of this prototype system is described as follows from 
(1) to (3). 

(1)Server Machine 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Language:JAVA(DACS Server) 

Database:PostgresSQL 
(2) Client Machine 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Language:JAVA(DACS Client except DACS ControD 
others:Netfilter (DACS ControD 

(3)Others 

Authentication Server: OpenLDAP-2. I . 22-8(FedoraCore 1) 

DHCP Server:Microsoft DHCS Server(WindowsNT4.0) 
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Figure 26. Prototype System 

Because DACS Server knew the IP address of a client and user 

name logging in that client, a system administrator could send 
messages to the target user and client as shown in (cl) of 

Figure26. 

Frgure 27. 
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Window Results of the Message from System 

Administrator 
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In Figure27, the experimental result is shown. The message of 

"Warning! Your computer may be infected with a virus. Please 

contact a system administrator immediately." was displayed on 
the screen of a client. Because the possibility of the function of (c) 

was confirmed, the possibility of new form of user support was 

confirmed. 

7.5 Conclusions 

In this section, new form of user support in university network 

was examined. As an example, a support for the laboratory was 

described. To be concreted, the support in the case of changing 

setups of the client and coping with annoying communication 
were described. In those case, it took trouble very much for a 

network management section, because much time and effort were 

spent. Therefore, the new form of user support by DACS Scheme 

was proposed and examined. In comparing the user support by 

DACS Scheme with the user support by Non-DACS Scheme, it 
was shown that the process of user support by DACS Scheme was 
simple and effective. 

8. Realization of New Network Servrce 

8 . I Introduction 

Web pages are often used as communication means other than 
E-mails and telephones. As a communication mean, static Web 

pages are used. Static Web pages are often used as a 
communication mean for the unspecified number of users, and are 

unsuitable to communicate among respective individual users for 

respective purposes or interests. As another communication mean, 

Personal Portal realized by Web Service which can change the 

contents of Web page by a user unit dynamically, is used. The 

word of "Web Service" used in this paper, is different from "Web 
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Services" which is defined in W3C [40] , and means the network 

service which is provided to users through Web Server. Moreover, 

though the word of "Portal" often indicates Web page for 
information searching [4l] [42] such as Google and Yahoo, the 

word of "Personal Portal" used in this section is different from 

"Portal". "Personal" Portal indicates the entrance where each user 

can acquire his/her interested information on the network, and 

can display the different information for respective individual 

users on Web Browser dynamically by using the program such as 
CGI [43] . Therefore, Personal Portal is suitable to communicate 

among respective individual users for respective purposes or 
interests. To display the necessary information for individual user 

on Web Browser, that information is searched and extracted from 

databases on the network, and notified to each user by the 
program such as CGI. When each database is distributed on the 

network, the program to pick up the information from each 
database, will be large-scaled and complicated. Because the 
program is introduced by a system administrator and can't be 

changed by a user freely, Web page as Personal Portal is not 
always useful for each user. To solve this problem, new form of 

Personal Portal, which each user can create and customize freely 

and easily, is needed. To realize Personal Portal such as this, 

DACS Web Service is proposed and examined. DACS Web Service 
is realized by extending two kinds of functions of Web Service, 

which is realized on the network introducing DACS Scheme. Two 

kinds of functions of Web Service are described as follows. The 

first function of Web Service is that, data which is stored in 

database dispersed on the network, can be used efficiently. The 

second function of Web Service is that, data which is stored in 

document medium as PDF file and simple text file, can be used 

efficiently. By using both functions, when each different user 

inputs same URL on Web Browser, the different information for 

each user is searched and extracted from database or document 

medium, and is displayed on Web Browser. By implementing 
various kinds of URL into a static HTML file, each user can create 

and customize Personal Portal freely and easily. That is, by 
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letting these two kinds of functions of Web Service coexist, the 

service which a user can use information on the network 
regardless of information storage form is realized. However, in 

actual network, function of sending and accepting information not 

only to a specific user but also to grouped users and all users, is 

also necessary. By extending two kinds of functions of Web Service 

respectively, DACS Web Service with those functions is realized. 

DACS Web Service has the characteristic of using data stored in 

database or document medium with integrated interface for a 
user, and of sending and accepting information by a user unit, by 

a group unit and by all users unit. By using this DACS Web 
Service, each user can create and customize Personal Portal for 

oneself freely and easily regardless of information storage form 

such as database and document medium. 

In this paper, the problem of existing Personal Portal is 
described. To explain DACS Web Service, from section 8.3 to 8.5, 

two kinds of functions based on that DACS Scheme, system 
configuration by these functions to realize the customized 
Personal Portal, are shown. In section 8.6, DACS Web Service is 

proposed. In section 8.7, experimental results to confirm the 
possibility are explained. 

8.2 The Issue on Mechanism of Existing 

Personal Portal 

So far, various researches have been performed on Personal 
Portal [44] [45]. In addition, it is possible to realize Personal 

Portal by a commercial product. In both cases, basic mechanism, 
which is processed in the sequence from (1) to (9), is shown in 

Figure28. An arrow of a dotted line in Figure28, the movement 

which user performs for Web Browser is shown. Also, an arrow of 

a solid line shows processing movement. 

59 



cnent pc 

Figure 28. Basrc Mechamsm of Exlsting Personal Portal 

From here, this mechanism is explained along the movement. 
User inputs URL into a Web Browser (1). Then, Web Server 
corresponding to URL is accessed (2) and the program 
corresponding to URL is executed. At that time, since the 
program in Web Server side does not grasp user information (a 

user name and a password), the input demand of user information 

is performed on Web Browser side (3). Then, user inputs user 
information (4) and it is sent to the program on Web Server (5). In 

existing mechanism, user authentication is performed at this 
point. As the result, if an access is permitted, the information 

related to user is searched from the data which is accumulated 
beforehand (6). To accumulate the data, there is a method with 

relational database or a method with text file for example. It may 

not be accumulated on one server. It can be accumulated on the 

plural servers on the network. After the search, data related to 

each user is extracted (7). The Web Server side program such as 

CGI which received the data, generates Web page dynamically 
from the data, and Web page is sent to Web Browser side (8). It is 
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possible for each user to see the information related 
that was displayed in the form of Web page (9). 

to oneself, 

8.3 Function to Use Data from Database 

(a) Iog in 

cnent Pc web server 
Figure 29. Function to Use Data from Database 

At First, the function to use data from database [46] is developed. 

To realize this function, DACS Scheme needs to be extended, and 

the program on Web Server needs to be implemented in 
correspondence to the extended DACS Scheme as shown in 
Figure29. In existing DACS Scheme, after a user's logging in a 
client (a), user name and IP address are sent to DACS SV (b). 

Then, DACS rules are sent back to DACS CL (c). In the extend 

DACS Scheme, moreover, user name and IP address are sent to 
the program on Web Server. A characteristic of extended DACS 
Scheme is that, the server side program on Web Server identifies 
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the user by checking the login information and the source IP 

address from the client, and the processing of the program is 

different for each user. When each different user accesses the 

program with same URL, different information for each user can 

be searched and extracted from database, and be displayed on 

Web Browser. On extend DACS Scheme such as this, the 
processing from (1) to (7) is performed. 

8 . 4 Function to Use D ata from Document 

Me dium 

Inputtmg URL 

We b 
Browse 

USer A 
J'L'tt"9'1~~"!1~"~t"!t'e 
, 
t 
l 
1~ 

' USer B ,, 

,t 

d'l'll'R""iN'b'J" 
l 
dL 

l 
1' 

USer c t 
, 
t "!tl't~I'!t_ Il~~'t~'11Jtl'!t' 
, 
l 
t 
1' 

i USer D ,, 

, 
:'I~'l'J"n"'d"I"i 
I' 

l 
IL 

t ' USer E , 
i '~d'9e~l'l~!'1~~l~tl'!M' 

1 92,1 68.1 .1 : 3000 

192.1 68.1 .1 : sOol 

1 92.1 68.1 .1 : 3002 

1 92.1 68.1 .1 : 3003 

1 92.1 68.1 .1 : 3004 

Dir A 

Dir B 

Dir C 

Dir D 

Dir E 

Document root 

DACS CL Web server ~~ ....., virtual Host 
(DACS cTL) 

Figure 30. Function to Use Data from Document Medium 

Next, function to use data from document medium [47] is 
developed for the respective user. In the network with DACS 
scheme, different IP address and TCP port can be assigned for one 

host name by a user unit. Therefore, different document medium 

with same file name on different Web Server can be referred for 

each user by inputting same URL to Web Browser. If this 
principle is combined with the function of virtual host which is 
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equipped as Web Server, it is possible to use Web Server as shown 

in Figure30. 

8.5 System Configuration of Ne w Portal System 
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Figure 3 1 . System Configuration of lbrpel 

By using the function to use data from database, the system 
configuration of [lype I is enabled as shown in Figure31. First, in 

Figure31, Server A-C which has programs based on extended 
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DACS Scheme (1) and data (2), respectively, are distributed on 

the network. In extended DACS Scheme, information related to 
user is displayed on Web J3rowser by only inputting the URL. The 

following mechanism is built based on this principle. One window 

of Web Browser is divided into some frames. For example, it is 
divided into three frames (Frame A-O . The static HTML file with 

each URL (URLA-O in each frame is created for displaying Web 

page as Personal Portal. The static HTML File is put on Web 
Server or on the client. When the static HTML file is opened 
through Web Browser, information extracted from each server is 

distributed on Web Browser. In extended DACS Scheme, URL 
corresponding to each server is only incorporated in the static 

HTML file. Thus, if the static Web page is created, user can create 

the customized Web page as Personal Portal easily. 
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User A 
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~~ ¥, . U ¥ + 
¥ 

Server A 
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Figure 32. System Configuration of lbrpe 2 
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The system configuration of ｦbrpe 2 as shown in Figure32 can be 

realized by using the function to use data from document medium. 

Each URL (URL A,B) is prepared. URL and the kind of 
information which can be seen after inputting the URL to Web 
Browser are notified to users. For example, URL for acquiring an 

issue in one classroom and URL for communicating from office to 

each individual user is enumerated as a kind of URL. By 
inputting URL to Web Browser, the file with same name (File 
Name A or B) is referred. The file is stored in each directory for 

each user. Each user can see the file which is stored in the 

directory for oneself. In other words, each user can see the 
information to oneself. Therefore, the customized Personal Portal 

with static HTML File same as l~rpe I can be created. 

8.6 DACS Web Service 

In section 4, synopsis of DACS Scheme was explained. In addition, 

two kinds of functions of Web Service which could be realized in 

DACS Scheme or extended DACS Scheme, and system 
configuration by these two kinds of functions to realize the 

customized Personal Portal, was explained. Because these 
functions of Web Service are used to send and accept information 

by a user unit, it is not enough to create the customized Personal 

Portal for using in actual network. Three functions which are 
shown in the following, are needed. 

(1) Function to send and accept information by a user unit 

(2) Function to send and accept information by a group unit 

(3) Function to send and accept information by all users unit 

Among these three functions, the function to send and accept 

information by a group unit and by all users unit doesn't exist. 

Therefore, in this section, those two kinds of functions of Web 

Service are integrated after extending the function to cover this 

insufficient point. DACS Web Service, which is realized by the 
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integrative function, is 

using in actual network. 

Server Machine 

proposed to realize Personal Portal for 

Client Machine 

Figure 33. 

8. 6. I Pers pective of 

In Figure33, synopsis of 

DACS Web Service 

the DACS Web 

DACS Web Servrce 
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function to use data from database of information system such as 

a system managing results for a student, is shown as Function ct. 

The function to use data from document medium such as a simple 

text file and PDF file, is shown as Function 6. After a user's 

inputting URL into Web Browser, communication control by 
DACS CL (DACS CTL) is performed. As the result, function ct or 

Function 6 is used. Because the function of either is automatically 

selected every each URL according to DACS rules, a user can use 

data from information system or document medium dispersing on 
the network without being conscious of which function is used. In 

other words, a user can use information regardless of storage 
form and storage place of data freely and easily, if a user knows 

URL and the kind of information acquired by that URL. Even if 
whichever of Function ct or Function 6 is used, data is displayed 

on Web Browser after inputting URL. Three kinds of data, which 
are sent by a user unit (a) and by a group unit (b) and by all users 

unit, are displayed. 

8.6.2 Practical Function tO Use Data f rom 

Database (Function cL) 

In Figure34, the content of Function ct is shown. Function ct 
extends the function df using data form database by a user unit 

(Function ctl in Figure34. After extension, data can be used by a 

group unit(Function ct2 in Figure34, and by all users unit 
(Function cL3 in Figure34. There are differences among Function 

ctl, Function cL2 and Function ct3 in the program extracting data 

of database for a request from Web Browser. In the program of 
Function ctl, data is extracted by a user unit as shown by (1). In 

the program of Function ct2, data is extracted by a group unit as 
shown by (2). In the program of Function cL3, data is extracted by 

all users unit as shown by (3). 
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Server Machme 

Client Machine (a) "... DACS CL (~ ) ..... Web Browser 

Figure 34. Content of Function CL 

In the existing function to use data from database as shown by (1), 

it is possible to specify which user sends communication through 

Web Browser. Therefore, the function is extended to set a 
correspondence list of user name and group name in DACS SV 
and send that correspondence list from DACS SV to the program 
of Function cL2. As the result, because the program of Function ct2 

can know the group which a user belongs to , it is possible to 

extract information by a group unit. Even if a user belongs to 
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, 

multiple groups, it is possible to extract data of all groups. In 

addition, it is possible to extract data of a specific group by 

sending its group name as a parameter of URL. In the program of 

Function cr3, data is extracted by all users unit. Because it is the 

function as normal Web Service not introducing DACS Scheme, it 

is realized without a technical problem normally. 

8.6.3 , Practical 

Document 
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Medium 

to Use Data 
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f ro m 

Server Machine 
f'~l'~ 

=~i~~i~~ VirtU al =HOSt 
Iltllt 

Client Machine (ct) .... DACS CL (~ ) .... 

Figure 35. Content of Function 6 

Web Browser 
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In Figure35, the content of Function 6 is shown. In the Function 

61, data of document medium is displayed dynamically by a user 

unit. The function by a group unit and the function by all users 

unit are realized by the same mechanism of Function 61. URL for 
each group (Group URLl,Group URL2....) and URL for all users 

(All Users URL) correspond with each document medium, which 
is stored in each directory (Socket Cl,Socket C2,Socket D), via 

each Virtual Host. To send information, only uploading a file as 
document medium into the predetermined directory (directory for 

each user, directory for each group, directory for all users) is 

needed. Information for each group can be accepted by use of URL 

for each Group. In addition, if a user's access is not permitted by 

DACS rules, it is not possible for the user not belonging to that 

group to access information by use of that URL. Information for 

all users can be accepted by use of URL for all users. By using 

DACS Web Service, not only information for each user but also 

information for each group and for all users, can be used from 

document medium. 

8.7 Functional Experiment and Experimental 

Re sults 

To confirm the possibility, the functional experiments by 
prototype construction were done as shown in Figure36. The 
details of system configuration are described as following from (1) 
to (4) . 

(1)Server Machine 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Language:JAVA(DACS Server) 

Database:PostgresSQL 
, 
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(2)Server Machine2 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Tomcat:tomcat-4. I .2 7- 14 

Apache :httpd-2.0.49-4 

Database:postgresql- 7.4.2-1 

(3) Client Machine 

CPU:Celeron M Processor340(1.5GHz) 

OS:FedoraCore3 
Language:JAVA(DACS Client except DACS ControD 
others:Netfilter (DACS ControD 

(4) Others 

Authentication Server: OpenLDAP-2. I .22-8(FedoraCore 1) 

DHCP Server:Microsoft DHCS Server(WindowsNT4.0) 
DNS Server:bind-9.2.2.P3-9(FedoraCore 1) 

Server I~lachine2 

Client Machine 

Figure 36. Prototype System 
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The movement of this system is explained. First, three URLs for 

accessing the function to use data from database by a user unit, 

by a group unit, by all users unit and three URLs for accessing 

the function to use data from document medium by a user unit, by 

a group unit, by all users unit, are implemented into the static 

HTML file located on a client machine. When that static HTML 
file as Personal Portal is opened as shown in (a) of Figure36, the 

data which is extracted from database, is displayed on Web 
Browser through the program on Tomcat as shown in (b) of 
Figure36. The content of static HTML file which is stored into 

home directory, is displayed on Web Browser through Apache as 
shown in (b) of Figure36. By using this system, the following 

experiments were done. First, when the static HTML file as 
Personal Portal was opened after UserA's logging in a client, the 

page as shown in Figure37 was displayed on Web Browser. The 
left side three frames of that page are explained. Date stored in 

database for UserA, that is, character string of "DATA about 

UserA" was displayed in the top frame. Date stored in database 

for GroupA where UserA belongs to, that is, character string of 

"DATA about GroupA" was displayed in the middle frame. Date 
stored in database for All users, that is, character string of "DATA 

about All Users" was displayed in the bottom frame. Moreover, 

the right side three frames of that page are explained. The 
content of static HTML file stored in home directory for UserA, 

that is, character string of "DATA2 about UserA" was displayed in 

the top frame. The content of static HTML file stored in home 

directory for GroupA where user A belongs to, that is, character 

string of "DATA2 about GroupA" was displayed in the middle 
frame. The content of static HTML file stored in home directory 

for all users, that is, character string of "DATA2 about All Users" 

was displayed in the bottom frame. Next, when the HTML file as 

Personal Portal was opened after UserB's logging in a client, in 

the same way as the case that UserA Iogged in to, the data related 

to UserB was displayed on each frame of Web Browser. In this 
experiment, the function to use data from database by a user unit, 

by a group unit, by all users unit and the function to use data 
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from document medium by a user unit, by a group unit, by all 

users unit, are located on the same server machine. However, 
even if each function is located on different server machines, it is 

a same thing. As the result, it was confirmed that, in the form of 

implementing URLs into a static HTML file, a user could create a 

web page as Personal Portal for using in actual network easily 
and freely. 

8.8 

~ ';.~;=' "'~'i~;""'~~ * { ~tie ~~t~ ~~~~f ~_~ ~_o~~~~~:t~~ __1e~i** ~tt~~:)~ ~_e~p 

~ " ; ~~t(,~~ i~~~~~ ~ ~ii,~~/11!.~~~lie 'u'"-er-ai~esk~ep ~~~~.~~ t~crt~ii~cj ~~j_~~~rc~ :~ - ~I~ 

~ ~ " 
}-..{ 

?r i~~ 

~: ~;'~{eM~ ~w~~){'~~~~r~e ~~e~ ~f~t i(1 ~~~~ ~(5~ ~e~l~'eF~~ ~S~^4~~P(~t "J~~~/she~ ~S~re~t~~!~4- ~?t~'n~n~ 

*~~ ~~ ~/ C~i ~i~~ ~~~* 

Figure 37. Window Result of Portal Page 

COnclusiOnS 

In this section, DACS Web Service was proposed to realize the 

customized Personal Portal for using in the group actually. DACS 

Web Service is realized by integrating two kinds of functions of 

Web Service after extending these functions respectively. It has 

the characteristic of using various kinds of data by a user unit, by 

a group unit, by all user unit, without distinguishing data stored 

in database from in document medium. By using DACS Web 
Service, data dispersing on the network in database or in 
document medium such as PDF file or text file, can be used as 

Personal Portal efficiently. From the view point of sending 
information in the group, it is possible to send information 
efficiently via DACS Web Service. The reason is why information 

sending can be realized through document medium. Conversely, 
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from the view point of accepting and using information, data 
related to each user and to the group to, to all users, are acquired 

and used freely and easily. 

9. General Conclusions 

In this paper, first, the content of DACS Scheme which was a new 

network management scheme was shown. By this DACS Scheme, 
the whole network is managed through communication control of 

the client computer by a user unit and a client user unit. The 

scheme by the idea to control the whole network by a user unit 

finely was not found except this DACS Scheme. In the DACS 
Scheme, there was a problem that a network service could be used 

from the client which didn't have communication control 
mechanism. Therefore, Secure DACS Scheme which prevented 
that problem by the functional extension by use of the port 
forwarding function of SSH was shown. In addition, to exemplify 

the effectiveness of this DACS Scheme concretely, new form of 

user support and new portal system which was realized on the 

network introducing DACS Scheme, were shown. In this new 
form of user support, the effect to promote efficiency of user 

support was provided. For example, the correspondence to the 

annoying communication which was problems in conventional 
user support was largely simplified. Then, in the new portal 

system, because each user can create the portal page as user 
interface to meet one's idea freely and easily, the information was 

used effectively. Moreover, because not only the data stored in 

database but also the data stored in the document medium such 
as Excel file and PDF file was used, it became possible to use the 

wide range data. As future works, the system development to 
operate in the real network and the evaluation by that operation 

will be done. 
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